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Title word cross-reference

1 [276]. 2 [491, 267, 531, 130]. 2k [529]. 3
[342]. 31 [261]. 4 [26]. 8 [474]. + [356]. C∗

[759]. d [363]. GF(2m) [68]. k
[276, 648, 638, 204, 402]. L(1/3) [366]. Q
[512]. NC1 [638, 713]. nL3 mod 4 [227].
O(n) [219]. O(n2) [534]. O(

√
n) [741]. p [91].

S [29, 94, 24, 88]. ~1/p [653].

-Adic [130]. -Bit [741]. -Box [88]. -Boxes
[94, 29, 24]. -Connected [276]. -curve
[512]. -Group [91]. -Lin [638]. -Means
[648]. -Multiplicative [363]. -Round [474].
-Secure [653]. -th [529]. -tree [402]. -Wise
[204].

0 [465, 672]. 0-RTT [672].

1 [465, 306, 298]. 1.3 [748]. 128 [515]. 16
[380]. 192 [474].

2 [507]. 256 [474].

3 [622]. 3G [461].

4-Round [393].

521-Bit [745].

9796 [306, 507]. 9796-1 [306]. 9796-2 [507].

ABE [713, 638]. abelian
[326, 408, 682, 91, 337]. Abstract [117].
Accelerated [512]. Accelerating [398].
Access [717]. Access-Structure [717].
Accumulators [730]. Achieve
[603, 609, 477]. Acoustic [525]. Actively
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[733, 690]. Adaptive [241, 544, 390, 471].
Adaptively [718, 523, 638, 649, 390, 577].
Adaptively-Chosen [577]. Adic [130].
Advance [279]. Adversarial [458].
Adversaries [723, 353, 722, 345, 357, 403,
450, 472, 501, 236]. Adversary [173]. AE
[636]. AES [639, 373, 474, 346, 642, 459].
AES-192 [474]. AES-256 [474]. AES-like
[459]. Affine [635]. after [76]. Again [670].
Against [723, 353, 480, 687, 693, 696, 520,
725, 348, 500, 357, 524, 214, 192, 265, 95,
485, 622, 236, 210]. Aggregate [429].
Aggregation [715]. Agreement
[534, 741, 259, 258, 260, 128]. AKS [297].
Alerts [486]. Algebraic
[709, 519, 521, 564, 201, 64, 92, 479].
Algebras [706]. Algorithm [146, 398, 251,
267, 377, 366, 74, 750, 402, 154, 79, 215].
Algorithms [582, 434, 88, 444].
All-But-Many [557]. Almost
[731, 484, 751, 322, 667, 204, 535].
Almost-Everywhere [484].
Almost-Optimally [731]. Alternative
[160]. among [320]. Amortized [448].
Amplification [452, 421, 230, 129, 222].
Analysis [588, 374, 320, 480, 361, 266, 368,
251, 658, 644, 688, 413, 417, 305, 424, 192,
187, 351, 152, 88, 759, 441, 530, 182, 33, 87].
Anonymous [316, 223, 510, 593]. ANSI
[208]. Answer [197]. Any
[534, 744, 115, 610, 143]. Application
[199, 289, 225, 407, 470, 759, 159, 36].
Applications
[709, 678, 123, 427, 648, 341, 426, 624, 672,
615, 634, 149, 546, 406, 439, 204, 92, 743, 155].
Applied [408]. Applying [33]. Approach
[482, 10, 23]. Approaches [344, 221].
Approximation [184]. Arbiter [530].
Arbitrary [254, 252]. Arbitrary-Length
[254]. arbitration [22]. Arguments
[702, 730, 143, 185]. Arithmetic
[68, 199, 738, 550]. Arthur [541]. ASASA
[573]. Aspects [177]. Assessment [726].
Assignment [399, 69]. Assumption

[760, 310, 238, 683, 616]. Assumptions
[513, 588, 760, 467, 562, 272, 521, 572, 335,
503, 424, 138, 551, 277, 663, 665].
Asymmetric [418, 198]. Asymptotically
[571]. Asynchronous [723, 259, 720, 464].
Attack
[396, 534, 133, 348, 377, 461, 636, 422, 214,
126, 539, 265, 470, 95, 489, 210, 438, 613, 41].
Attacks
[508, 633, 567, 639, 93, 468, 511, 607, 560,
373, 644, 445, 509, 584, 474, 462, 179, 224,
622, 524, 279, 657, 201, 453, 141, 573, 314,
485, 726, 739, 346, 239, 758, 198, 14].
Authenticated [473, 458, 754, 320, 174,
632, 548, 214, 602, 288, 437, 268].
Authentication [389, 162, 147, 289, 344,
280, 547, 104, 159, 3, 39, 33, 76, 22, 9, 19, 25].
authentication/secrecy [39, 9].
Authenticators [550]. Authenticity [657].
Authority [137, 713]. Authority-Free
[137]. Automata [496]. Automated [588].
Automorphisms [745]. Auxiliary
[446, 358]. Auxiliary-Input [446]. Average
[281]. Average- [281]. Aware [443].

Back [541]. Bad [692]. Balanced [405].
Bandwidth [755, 256]. Bandwidth-Hard
[755]. Barrier [575, 741, 519, 686]. Based
[367, 456, 566, 248, 744, 628, 379, 115, 325,
311, 591, 336, 361, 387, 373, 289, 632, 377,
493, 620, 186, 253, 300, 287, 496, 280, 751,
274, 602, 168, 321, 315, 437, 83, 655, 326, 730,
501, 571, 209, 384, 717, 485, 663, 337, 203,
198, 743, 17, 55, 8, 61, 41, 752, 79, 314, 694].
Bases [263]. Basing [270]. Basis [409].
Batch [412, 127, 128]. Battery [692]. BDH
[713]. Be [463, 495, 135, 727, 56, 663, 516].
being [71]. Benefits [345]. Best
[653, 454, 740]. Best-Possible [454]. Better
[446]. Between [407, 321]. Beyond
[575, 519, 740, 602, 737]. BFV [719]. BGV
[719]. BGW [518]. Bias [505].
Bicomposite [615]. BICYCL [724].
Bijective [97]. Bilinear [310]. Binary
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[66, 112, 60]. Binding [323].
Binding-Concealing [323]. Birational
[134]. Bit
[741, 520, 132, 546, 262, 745, 48, 59].
Bit-Wise [520]. Bitcoin [757]. Bits
[741, 219, 178, 15]. Bivariate [333, 425].
Black [555, 338, 597, 585, 686, 145, 590].
Black-Box [555, 338, 597, 585, 686, 145].
BLEACH [742]. Blind [229, 185, 527].
Blobs [52, 21]. Block
[643, 279, 422, 201, 141, 385, 104, 469, 232].
Blockcipher [336, 361, 632].
Blockcipher-Based [336, 632]. Bloom
[672]. Bluetooth [561]. BMR [654, 605].
Bonsai [409]. Boolean [738, 27, 405, 100].
Boomerang [758]. Bootstrapping
[719, 664]. Both [653]. Bound
[399, 162, 740, 76]. Bounded
[519, 291, 235, 158, 236, 332, 237].
Bounded-Storage [235, 332, 237]. Bounds
[749, 755, 338, 110, 200, 312, 104, 167, 3, 63,
39, 25]. Box
[607, 555, 338, 597, 585, 88, 686, 145, 590].
Boxes [94, 29, 24]. Break [174]. Break-Ins
[174]. Breaking [741, 495, 380, 139].
Broadcast [732, 565, 258]. Bucket [159].
Bug [511]. Build [492]. Building [252].
Built [698, 703]. Buses [223]. Byzantine
[741, 259, 258].

Cache [346]. Calculation [244]. Calculus
[324, 457]. Can [678, 632, 609, 663, 516, 56].
Candidate [734]. Capacity [262, 516].
Cards [110, 49]. Cartesian [22]. Cascade
[71]. Cascaded [646]. Case [714, 281, 670].
CBC [410, 254, 183]. CBCM [208]. CCA
[463, 649]. CCA-Secure [649]. CCA2 [277].
CCA2-Secure [277]. CCITT [33]. CDH
[683]. Centers [266]. Central [270].
Certain [264, 56, 60, 14, 9]. Certificateless
[311]. certification [81]. Certifying [115].
ChaCha [725]. Challenge [463].
Chameleon [460]. Channel [548, 376, 530].
Channels [748, 391, 262, 197, 516].

Characteristic [267, 83, 151, 161].
Characteristics [97]. Characterization
[460, 565, 142, 269]. Chaum [229]. cheaters
[11]. Chernoff [327]. Chernoff-Type [327].
Chinese [168]. Choose [411, 501]. Chor
[37, 195]. Chosen
[348, 419, 126, 539, 577, 210, 26].
Chosen-Ciphertext [348]. Cipher [643,
578, 492, 131, 422, 528, 209, 85, 441, 232, 57].
Ciphers [410, 574, 380, 279, 201, 217, 385,
469, 483, 438, 182, 41, 71, 14, 58, 16].
Ciphertext [317, 574, 348, 419, 210, 751].
Ciphertext-Only [317]. Ciphertexts [747].
Cipolla [750]. circuit [17]. Circuits
[645, 671, 550, 572, 733]. Circularly [546].
CKKS [742]. Class
[324, 381, 88, 616, 103, 41, 724]. Classes
[593]. Classical [262, 606]. Classification
[46]. Cleaning [742]. Clocked [224].
CLT13 [594]. Clustering [648]. code [62].
Codes [162, 624, 660, 617, 640, 756, 314, 104,
3, 39, 22, 9, 19]. Coding [520, 740]. Coin
[731, 478, 579, 228, 502, 414]. Coin-Tossing
[731, 228]. Collection [711]. Collision
[488, 125, 622, 701, 489, 753, 98, 155].
Collision-Free [125, 98]. Collisions
[749, 680, 365]. COLM [754]. Coloring
[408]. Combinatorial [582, 23, 9].
combinatorics [19]. Combiner [112, 318].
Combiners [633, 451, 130, 58]. Combining
[654, 605, 182]. Commitment
[132, 343, 371, 335, 158, 323, 262, 48].
Commitments [499, 604, 426, 704].
Communication
[637, 674, 317, 466, 727, 174, 720, 718, 172,
733, 111, 262, 439, 313, 89, 197, 72].
commutative [706]. Compact
[683, 638, 535, 431]. Comparison
[434, 444, 139]. Competitions [746].
Competitive [111]. Compilers [334].
Complete [250, 477]. Completeness
[452, 282, 568]. Complexities [639].
Complexity [637, 674, 705, 264, 466, 687,
693, 696, 718, 448, 200, 70, 335, 597, 476,
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685, 737, 89, 72, 23]. Composability
[598, 386, 430, 475, 383, 651, 339, 364].
Composable
[757, 449, 272, 368, 592, 597, 585].
Composite [671]. Composite-Order [671].
Composition
[320, 176, 673, 303, 652, 312, 339].
Compositions [198]. Comprehensive
[374]. Compress [125]. Compressing [705].
Compression [574]. Computable
[533, 712, 237]. Computation
[355, 621, 732, 514, 518, 389, 240, 653, 738,
276, 687, 693, 696, 272, 484, 545, 565, 691,
630, 408, 250, 119, 728, 260, 392, 282, 523,
608, 623, 173, 585, 652, 606, 228, 339, 331,
411, 472, 605, 752, 745, 464, 685, 737, 576].
Computational
[212, 301, 482, 282, 231, 407, 139, 479].
Computationally [450, 249, 395].
Computations [196, 742, 729]. computed
[56]. Computing [473, 286, 190, 711].
Concealing [323]. Concerning [103].
Concrete [610]. Concurrent
[303, 356, 590, 647, 312, 440, 494].
Condition [561]. Conditional [674].
Conditionally [57].
Conditionally-perfect [57]. Conditions
[98]. Confidence [227]. Confidential [548].
Confidentiality [657]. Confined [467].
congruential [15]. Conjecture [103, 405].
Conjunctions [522]. Connected [276].
Connection [482]. Connectivity [172].
Conscious [729]. Consequences [391].
Consistency [316]. Constant
[513, 340, 291, 593, 116, 608, 654, 733, 640,
701, 228, 435, 605]. Constant-Round
[291, 116, 608, 701, 228, 435, 605].
Constant-Size [513, 593]. Constantinople
[259]. Construct [116]. Constructing
[569, 476, 211, 237]. Construction
[555, 492, 131, 225, 305, 700, 585, 277, 156,
88, 512, 22, 9]. Constructions [456, 513,
410, 329, 311, 254, 635, 416, 482, 649, 3, 39].
Constructive [334, 207]. Continuous [756].

Continuously [660]. Contrast [170].
control [35]. Conventional [602].
Coordinates [531]. Coppersmith [425].
Core [200]. Correct [370]. Correcting
[692]. Correction [712, 693, 696, 684].
Correctness [699]. Correlation
[643, 416, 112, 179, 224, 58, 182, 41, 14].
Correlation-Secure [416]. Corruptions
[484]. Cost [654, 239]. Counter [164].
Counterexamples [103]. Countermeasure
[524]. Countermeasures [346]. Counting
[60]. Cover [739]. Covering [617]. Covert
[353, 357, 439, 501]. Credentials [593].
CRS [597]. CRT [612]. CRT-Exponent
[612]. Cryptanalysis
[317, 108, 140, 163, 208, 261, 465, 360, 102,
538, 415, 614, 594, 306, 507, 725, 153, 525,
369, 581, 107, 657, 459, 347, 515, 710, 318,
319, 330, 309, 483, 540, 298, 195, 561, 43, 26].
Cryptanalyst [148]. Cryptanalytic
[93, 615, 635, 434, 444, 239, 155].
CryptHOL [628]. Crypto [376].
Cryptogenography [543].
Cryptographers [5]. Cryptographic
[588, 746, 196, 189, 176, 270, 328, 598, 673,
688, 386, 349, 118, 124, 424, 231, 407, 205, 101,
91, 663, 145, 100, 177, 665, 87, 60, 27, 36, 86].
cryptographically [29]. Cryptography
[212, 301, 340, 264, 566, 199, 334, 160, 170,
607, 491, 259, 381, 455, 503, 580, 650, 92, 337,
479, 198, 10, 54, 724]. Cryptologic [204].
Cryptology [427]. Cryptomania [625].
CRYPTOPOST [36]. Cryptosystem
[490, 461, 126, 326, 180, 144, 195, 32, 37, 64].
Cryptosystems
[248, 529, 287, 168, 649, 221, 314, 139, 203,
210, 161, 237, 246, 43, 28, 12, 80]. Csiszár
[740]. Cubic [144, 739, 62]. Cuckoo [589].
Curve [199, 146, 334, 213, 381, 420, 126, 52,
161, 271, 246, 80, 512]. Curves
[267, 324, 252, 366, 457, 352, 381, 207, 531,
359, 750, 283, 151, 601, 165, 342, 512, 739, 40].
Cut [411, 501]. Cut-and-Choose [411].
Cut-and-Choose-Based [501]. Cyclic
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[706]. Cycling [2].

Damg̊ard [749, 400]. Dances [725]. Data
[473, 639, 635, 216, 209, 302, 183, 711, 661, 2].
Data-Dependent [209]. Davies [133]. Day
[692]. Deal [110]. Decentralized [713].
Decision [231]. Decisional [616].
Decodable [624]. Decommitments [382].
Decomposing [198]. Decompositions [96].
Decorrelation [232]. Decryption
[463, 180]. Deep [726]. Deficiencies [51].
Definition [463]. Definitions [329, 82, 345].
Degree [252, 366, 201, 420, 283]. Delay
[662]. Delegate [409]. Delegation [394].
Delivery [223, 545]. Demytko [126].
Deniable [344, 700]. Dense [498].
Dependence [370]. Dependent
[452, 124, 209]. Derandomization
[699, 686]. derived [66]. DES-like [43].
Descent [207]. Design
[266, 524, 689, 79, 29]. Designated [683].
Designing [221, 24]. Designs [460, 104, 9].
Destructive [334, 207]. DESX [192].
Detailed [187]. Detection [756].
Deterministic
[586, 446, 286, 482, 553, 563, 577]. Device
[610]. DHE [548]. Dichotomy [505].
Dieharder [692]. Differential
[108, 43, 538, 415, 107, 710, 95, 309].
Differentials [261]. Difficult [495].
Difficulty [139]. Diffie
[341, 184, 521, 304, 231, 245, 535, 157, 128].
Diffusion [469]. Digital
[109, 413, 652, 571, 206, 185, 122, 34, 215].
Dimensional [447]. diminished [79].
diminished-radix [79]. Dining [5]. Direct
[327]. Disallowed [463]. Disclosure [674].
Discrete
[146, 21, 358, 184, 634, 742, 366, 457, 253,
287, 74, 190, 420, 745, 188, 139, 165, 342, 55].
Discrete-Log [287]. Dishonest [478].
Disjunctions [423]. Dissection [615].
Distance [566, 41]. Distinguish [554].
Distinguishers [680, 470]. Distributed

[266, 296, 634, 287, 417]. Distribution
[278, 266, 255, 97, 167, 177, 20, 7].
Distributions [708, 669, 577, 75].
Divergence [566]. Divertible [166]. DM
[528]. Dob [759]. document [34]. Domain
[558]. domains [73]. Don’t [607, 476].
Double [141]. Drinfeld [203]. DRS [670].
DTLS [748]. Dual [760]. Dynamic
[656, 517, 202, 256].

E0 [318]. E0-like [318]. Easily [233].
ECDSA [681]. ECPP [297]. Edge [484].
Edit [224]. Editor [284, 31, 67, 113, 44].
Editorial [1, 42, 372, 684, 679]. Efficiency
[723, 720, 235, 694]. Efficient
[604, 645, 537, 353, 199, 567, 248, 460, 738,
529, 336, 387, 574, 672, 615, 149, 343, 371,
119, 493, 181, 299, 304, 158, 700, 357, 403,
523, 587, 118, 439, 138, 547, 585, 359, 472,
605, 255, 571, 38, 244, 717, 222, 464, 469, 49,
438, 346, 662, 592]. Eigenvectors [643].
Elementary [91]. Elements [499, 355].
ELFs [600]. Eliminating [196]. Elliptic
[199, 146, 334, 457, 352, 213, 381, 207, 420,
126, 52, 359, 750, 283, 80, 151, 165, 161, 512,
271, 739, 246, 40]. Embedded [580, 650].
Embedding [283]. EMV [507].
Encapsulation [456]. Encoding [671].
Encodings [549]. Encrypted
[317, 429, 711]. Encryption
[212, 301, 316, 367, 559, 308, 754, 676, 678,
320, 443, 625, 387, 446, 556, 562, 734, 294,
632, 618, 555, 747, 659, 150, 672, 348, 509,
736, 462, 119, 418, 557, 482, 487, 70, 546,
419, 751, 388, 602, 322, 2, 269, 423, 698, 703,
551, 626, 652, 655, 277, 236, 553, 563, 717,
616, 759, 532, 577, 154, 561]. Encryptions
[362]. Endomorphism [512].
Endomorphism-Accelerated [512].
Endomorphisms [381]. Enhanced [490].
Enhancements [432]. EnRUPT [365].
Entropy [669, 482, 752]. Enumerating
[27, 100]. Enumeration [745]. Equations
[136, 423]. Equivalence [286, 635, 593].
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Equivalent [74, 62, 7]. Erratum [444].
Error [281]. Errors [196, 708, 742, 706, 715].
Escape [486]. Escrow [160]. Especially
[476]. Establishment [596, 548]. Estimate
[281]. Estimations [611]. Evaluate [610].
Evaluation [496, 564, 17]. Even
[578, 509, 462]. Even-Mansour [578].
Everlasting [704, 576]. Everywhere [484].
Evidence [246]. Evolution [689]. Exact
[206, 685]. Exchange [147, 106, 672, 110,
694, 274, 214, 288, 437, 268, 90, 8].
Exhaustive [192]. Exist [476]. Existence
[132, 191]. Existentially [149]. Expander
[727, 328]. Expected [345, 315].
Experimental [54]. Experiments [2].
Explicit [640]. Exponent [136, 612].
Exponentially [667]. Exponentiation
[264, 225]. Expressive [651]. Extended
[281, 610, 117, 402, 642]. Extending
[579, 570]. Extension [267, 420, 739, 10].
Extensions [316, 537, 199]. Extraction
[494]. Extractors [669, 236, 237].

F [380]. F-FCSR-16 [380]. F-FCSR-H
[380]. Facets [207]. Factored [233].
Factoring [495, 286, 419, 55, 7].
factorization [62]. Factorizations [91].
Fail [132]. Fail-Stop [132]. Fair
[731, 370, 502, 737]. Fairness
[545, 691, 386, 392]. Fallacious [162].
Family [438]. Fast
[491, 722, 618, 179, 572, 580, 650, 141, 501,
681, 101, 14, 151, 159, 157, 32, 30, 79].
Faster [381]. Fault [175, 373, 377, 606, 726].
Fault-Based [377]. Fault-Tolerance [175].
Fault-Tolerant [606]. Faults [168, 726].
Faulty [45]. FCSR [380, 438]. FEAL [26].
FEAL- [26]. Feasibility [630, 570].
Feedback [130]. Feistel [492, 217]. FHE
[735]. Field [199, 274, 78]. Fields
[398, 252, 420, 619, 83, 151, 601, 90, 144, 161,
739, 263, 8]. Filter [672]. Finding [749].
Finite [199, 102, 398, 252, 326, 221, 263].
first [71]. Fixed [262, 383]. FlipIt [436].

Fly [280]. Forgery [636, 485]. Forget [607].
Formal [212, 301, 292, 658, 33]. Forró [725].
Forward [583, 294, 672]. Forward-Secret
[672]. Forward-Secure [583, 294].
Foundations [656]. Four [640, 447].
Four-Dimensional [447]. Four-State [640].
FPGA [373, 378, 642]. FPGA-friendly
[378]. FPGA-Specific [642]. Fractional
[160]. Framework
[308, 738, 521, 475, 649, 758]. Franklin
[197]. Free [504, 166, 125, 137, 322, 350, 98].
Frequency [121]. Friendly [352, 378].
Frobenius [281]. Full
[518, 691, 680, 422, 558, 515, 540, 613, 239].
Full-permutation [680]. Fully
[604, 656, 433, 618, 487, 590, 704, 616].
Function [556, 219, 125, 554, 369, 222, 30].
Function-Private [556]. Functional
[625, 556, 562, 747, 736, 698, 703, 551, 626,
616, 89]. Functionalities [551, 652, 568].
Functions
[456, 575, 749, 508, 549, 220, 460, 471, 164,
627, 336, 361, 755, 328, 451, 416, 181, 299,
406, 667, 756, 647, 141, 221, 476, 375, 686,
469, 405, 103, 662, 100, 182, 743, 60, 27].
Further [100]. Fuzzy [669]. FX [635].
FX-Constructions [635].

Gabidulin [314]. Gallant [447]. Game
[514, 628, 436]. Game-Based [628].
Garbled [733]. Garbling [504, 572]. Gates
[504]. GE [376]. General
[723, 200, 112, 173, 138, 277, 339, 313].
Generalization [10]. Generalized [41].
Generates [85]. Generating [233, 661].
Generation
[4, 287, 275, 587, 359, 101, 307, 49, 99].
Generator [253, 179, 298, 15]. Generators
[505, 379, 225, 224, 121, 191, 752, 222, 59, 38].
Generic [513, 452, 633, 588, 320, 760, 311,
700, 424, 649, 758]. Genus
[491, 324, 531, 619, 157, 342]. Geometric
[83]. GGH [330]. Gimli [680]. Given
[258, 56]. Giving [51]. Glitch [373].
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Glitches [375]. GLP [744]. GNUC [475].
Go [632, 519, 224]. Goldreich [242]. Golić
[405]. good [29]. GOST [422]. GPV [666].
Graded [671]. Graph [96, 727, 408].
Graphs [621, 498, 328]. Grey [607].
Grey-Box [607]. Grindahl [489]. Group
[499, 588, 102, 656, 289, 2, 288, 730, 319, 350,
384, 85, 91]. Groups
[310, 724, 408, 324, 280, 231, 326, 221].
Grows [667]. GSM [317, 461]. Guaranteed
[545]. Guessing [467]. Guest
[372, 31, 113, 44].

H [380]. Handling [748, 315]. Handshake
[688, 700, 351]. Hard
[755, 289, 500, 200, 547, 692]. Hard-Core
[200]. Hard-to-Invert [289, 500].
Hardness [589, 421, 708, 663, 661].
Hardness-Preserving [589]. Hardware
[375]. Hash
[749, 508, 428, 633, 410, 460, 336, 361, 328,
451, 413, 369, 406, 558, 141, 469, 743, 30].
Hash-CBC [410]. Hashing
[589, 442, 397, 750, 159, 98]. having [76].
HB [356]. HElib [664]. Hellman
[10, 341, 184, 521, 304, 231, 245, 535, 157, 128].
Help [226]. Hides [219]. Hiding
[621, 132, 335, 17]. Hierarchical
[399, 655, 293]. Hierarchy [84]. High
[560, 728, 227]. High-Order [560].
High-Throughput [728]. Higher [628].
Higher-Order [628]. Highly [336].
Highly-Efficient [336]. Hints [51]. HMAC
[488]. Homomorphic [734, 574, 550, 618,
634, 487, 362, 682, 717, 532].
Homomorphic-Ciphertext [574].
Homomorphisms [384]. Honest
[732, 653, 722, 728, 737]. Honest-Majority
[722]. Human [275]. Hunting [542].
Hybrid [308, 348, 487]. Hyperelliptic
[267, 12, 342, 324]. Hypothesis [629].

IACBC [290]. IAPM [290]. IBE [316, 666].
IDEA [468]. Ideal

[46, 492, 404, 142, 120, 528, 65].
Identification
[506, 325, 620, 50, 169, 55, 61]. Identity
[367, 456, 325, 311, 387, 751, 655, 6].
Identity-Based
[367, 456, 325, 311, 387, 751, 655]. IEC [306].
if [678]. IITM [651]. Im [579]. Im- [579].
imaginary [8]. impersonation [81].
Implementation
[248, 160, 102, 373, 375, 32, 21, 80].
Implementations [50, 52]. Implements
[724]. Importance [196, 71]. Impossibility
[586, 336, 270, 382, 383, 312]. Impossible
[261, 552]. Improbability [146]. Improve
[337]. Improved [566, 582, 639, 725, 348,
445, 474, 680, 253, 274, 459, 378, 715, 63].
Improvement [133]. Improvements [123].
Improving [206]. Incremental [553].
Independent [204]. Index [324, 457].
Indifferentiability [492].
Indistinguishability [569, 407].
Indistinguishable [627]. Infeasibility
[630]. Inferring [15]. Infinite [103, 73].
Information [541, 374, 466, 240, 295, 129,
193, 543, 104, 25, 17, 63].
Information-Theoretic [295, 104, 25].
Inhomogeneous [582]. Injective [686].
Inner [736, 423, 747]. Inner-Product [747].
Input [340, 421, 446, 562]. Inputs
[358, 383]. Ins [174]. Insecure [203].
Insecurity [215]. instance [751]. Instant
[317]. Instantiability [539]. instruments
[24]. Integer [582]. Integral [540].
Integration [418]. Integrity [322, 86].
Interaction [226]. Interactive
[702, 189, 55, 442, 111, 627, 487, 694, 649,
477, 332, 668]. Internal [680].
Interpolation [333]. Intersection
[493, 357, 564]. Introduction
[31, 42, 113, 44]. Invariant [613].
Invariants [643]. Inversion [229, 89].
Invert [289, 500]. iO [734]. iSCREAM
[613]. ISO [306, 507]. ISO/IEC [306].
Isogenies [342]. Isogeny [620].
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Isomorphisms [289]. Iterated [509].
Iteration [297]. IV [279].

Jacobian [531]. Jacobians [342]. Joint
[119, 652].

Kangaroos [188]. KASUMI [461]. Keccak
[445]. Kedlaya [267]. KeeLoq [396].
KEM/DEM [308]. KEMs [311]. kernels
[61]. Key
[456, 575, 452, 629, 399, 490, 639, 534, 611,
160, 278, 625, 254, 102, 266, 446, 556, 562,
147, 596, 294, 286, 150, 672, 509, 461, 474,
105, 110, 287, 28, 275, 694, 587, 580, 650, 422,
274, 214, 269, 288, 437, 383, 192, 698, 703, 265,
551, 626, 652, 326, 205, 277, 255, 268, 221, 35,
101, 573, 553, 307, 314, 180, 167, 577, 203, 90,
144, 535, 128, 758, 494, 177, 32, 8, 20, 81, 7].
Key-Dependent [452]. key-distribution
[20]. Key-Exchange [90, 8]. Key-minimal
[28]. Key-Recovery [573]. Keys
[93, 485, 99]. Keystream [224, 191].
Klimov [298]. knapsack [37]. Knowledge
[45, 115, 226, 51, 147, 166, 426, 448, 114, 273,
487, 70, 82, 116, 393, 138, 647, 701, 52, 730,
390, 435, 477, 143, 414, 440, 668, 494, 21, 72,
6, 74]. Known [279, 215].
Known-in-Advance-IV [279]. Known-IV
[279]. Koblitz [601]. Körner [740].
Kummer [619].

Ladder [377]. Lambert [447]. Language
[124]. Language-Dependent [124].
Languages [166, 393]. Large
[722, 135, 381, 616]. Large-Scale [722].
Larger [735, 516]. Laser [373]. Latin [725].
Lattice
[566, 744, 409, 148, 730, 571, 745, 743].
Lattice-Based [566, 744, 730, 571, 743].
Lattices [631, 536]. Layers [748, 469].
Leakage [675, 687, 693, 696, 433, 599, 584,
500, 700, 503, 707, 701, 606, 726].
Leakage-Resilient [433, 503, 707, 701].
Leaking [610]. Learn [726]. Learning

[708, 670, 706, 547, 330, 726, 715]. Least
[468]. Ledger [757]. Lehmer [750]. Length
[254, 141]. Less [217, 376]. Levenshtein
[41]. Leveraging [603]. Levin [242]. Light
[756]. Lightning [665]. Lightweight [428].
Like [483, 459, 318, 43]. Lilliput [636].
Limitations [272]. Limits [694, 497]. Lin
[638]. Line [109, 236, 410]. Line/Off [109].
Linear
[575, 533, 712, 466, 675, 702, 538, 680, 581,
107, 544, 716, 710, 616, 16, 309, 15, 23].
linear-complexity [23]. Linking [129].
Local [505, 675, 652, 47]. Locality
[340, 549, 697, 421]. Locality-Preserving
[697]. Locally [533, 712, 123, 624, 237].
Locking [516]. Log [146, 634, 287, 139].
Logarithm
[358, 184, 366, 457, 253, 420, 745, 165, 342, 21].
Logarithmic [714, 730]. Logarithmic-Size
[730]. Logarithms [190, 188, 55]. Logic
[628, 427]. Long [364]. Long-Term [364].
Look [285]. Lossy [506, 416]. Low
[480, 687, 693, 696, 669, 136, 366, 654, 111,
201, 283, 256, 15]. Low-Complexity
[687, 693]. Low-Entropy [669]. low-order
[15]. Lower [749, 755, 338, 312, 76]. LPN
[617]. LRW2 [646]. Luby [156].
Luby-Rackoff [156]. Lucifer [108]. LWE
[694, 668].

MAC [183, 485]. MACs [254]. Magic [600].
mail [36]. Maintaining [174]. Majority
[732, 478, 653, 722, 728, 737]. Making
[552, 610]. Malicious
[731, 722, 630, 357, 403, 450, 472, 501, 704].
Maliciously [608]. malleability [532].
Malleable [371, 647, 520, 555, 659, 624, 660,
343, 640, 756]. Man [214].
Man-in-the-Middle [214]. Manipulation
[756]. Mansour [578, 509, 462]. Manticore
[738]. Many [557, 554]. Map [594].
Mapping [184, 198]. Mappings [102, 97].
Maps [641]. Masking [744, 610, 561].
Match [678]. Matching [357, 450].
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Matchmaking [678]. Matrices [643].
matrix [20]. Matroid [142]. Maximum
[182]. May [495]. McEliece [490]. MD2
[347]. MD4 [153]. Me [678, 642]. Means
[648]. Median [355]. Meet [644, 18].
Meet-in-the-Middle [644]. Memory
[639, 635, 112, 130, 318, 58]. Menezes [146].
Menezes-Okamoto-Vanstone [146].
Mercurial [426]. Merkle
[749, 534, 596, 400]. Merlin [541]. Mesh
[510]. Message
[452, 223, 480, 550, 119, 397, 322, 126, 159].
Message-Efficient [119]. Messages
[541, 637, 254, 76]. Messaging [658].
Methodology [524]. Methods [24].
Microprocessors [580, 650]. Middle
[644, 214, 18]. Midori64 [613]. Minicrypt
[709, 626]. Minimal
[592, 250, 172, 503, 551, 66, 28].
Minimization [427]. Minimize [487].
Minimizing [549, 578]. Mining [216].
Minority [45]. missing [15]. MISTY1
[540]. ML [66]. ML-sequences [66]. Mode
[208]. Model
[504, 291, 235, 660, 455, 597, 608, 733, 424,
303, 666, 651, 528, 332, 145, 237]. Modeling
[591]. Models [588, 443, 584, 172, 383, 494].
Modes [140, 163, 290, 279, 602, 322].
Modifications [78]. Modular
[225, 351, 79]. Module [708]. Modules
[203]. Money [695, 665]. Monopoly [188].
Montgomery [377]. MOV [252]. MPC
[723, 727, 722, 720, 718, 654]. MPClan
[729]. Much [516]. Müller [750]. Multi
[264, 562, 241, 713, 451, 250, 260, 455, 751,
580, 650, 631, 585, 605, 737, 401, 753, 576].
Multi-authority [713]. Multi-ciphertext
[751]. Multi-collision [753].
Multi-Exponentiation [264]. Multi-input
[562]. Multi-instance [751]. Multi-Party
[241, 250, 260, 585, 605, 737, 576].
Multi-precision [580, 650].
Multi-Property [451]. Multi-string [455].
Multi-theorem [631]. Multi-Verifier

[401]. Multicast [313, 197].
Multidimensional [581]. Multilinear
[641, 594]. Multipartite [404, 333].
Multiparty [731, 518, 45, 478, 653, 738, 176,
545, 565, 691, 173, 339, 717, 464]. Multiple
[140, 279, 69, 120]. Multiplication
[580, 650, 447, 151]. Multiplicative [363].
multiplier [79]. Multisignatures [429].
Multivariate [560, 759]. Must [727, 135].
Mutual [374]. Mutually [137]. My [724].

Nearly [731, 242]. Necessary [98]. Needed
[554]. Negligible [220]. Neighbor [313].
Network [603]. Networks
[276, 105, 748, 107, 313]. Never [665]. NFS
[745]. NIZK [544, 721]. NIZKs [683, 631].
NMAC [488]. No [716]. No-Signaling
[716]. Noisy [584]. Non
[471, 627, 702, 189, 241, 520, 555, 659, 624,
408, 324, 660, 343, 371, 487, 706, 694, 640, 756,
590, 647, 326, 649, 477, 332, 532, 668, 441].
Non- [441]. Non-abelian [326, 408].
Non-Adaptive [241, 471]. Non-black-box
[590]. Non-commutative [706].
Non-hyperelliptic [324]. Non-Interactive
[702, 189, 627, 487, 694, 649, 477, 332, 668].
Non-malleability [532]. Non-Malleable
[371, 647, 520, 555, 659, 624, 660, 343, 640,
756]. Nonces [215]. Noncommutative
[479]. Noncommutative-Algebraic [479].
Noninteractive [115, 138]. Nonlinear
[667, 375, 103, 613, 182]. Nonlinearity [92].
nonuniform [75]. Normal [263]. NORX
[614]. Note [284, 220, 699, 67, 425, 435].
Notions [320, 321, 269]. NP
[116, 138, 526, 143, 414, 668]. NTRU [330].
Number
[379, 738, 592, 667, 752, 298, 78, 38].
Numbers [4, 233, 101].

OAEP [238, 539, 218]. Obfuscating
[671, 522, 388]. Obfuscation
[641, 569, 705, 449, 599, 454, 349, 740].
Obfustopia [625, 698, 703, 626]. Oblivious
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[537, 697, 714, 160, 296, 230, 648, 517, 592,
603, 291, 117, 417, 397, 564, 654, 391, 390,
411, 570, 249]. Obliviousness [603].
observed [76]. OCB [689]. OCB2 [657].
Odd [83, 161]. Off-Line [109]. Offs
[323, 635]. Okamoto [146]. On-Line
[109, 236, 410]. On-Line/Off-Line [109].
One [549, 569, 229, 270, 297, 242, 523, 245,
40, 619, 439, 647, 221, 143, 165, 30].
One-More-RSA-Inversion [229].
One-Sided [242, 523]. One-Time [439].
One-Way
[549, 569, 270, 647, 221, 143, 40, 30]. Only
[317, 275]. onto [373]. Operation
[140, 163, 279]. Operations [403, 68].
Optimal [723, 534, 720, 634, 235, 558, 437].
Optimally [731, 502]. Optimization [735].
Optimized [154]. Optimizing [758].
Oracle [666, 17]. Oracles
[534, 329, 310, 387, 259, 497, 429, 481].
Order
[671, 744, 628, 560, 280, 619, 359, 180, 15].
Orders [190]. Oscillator [379, 752, 378].
Oscillator-Based [379, 752]. Other [355].
Output [545]. Overhead [714, 480, 733].

Paillier [219, 213, 587]. Pairing
[248, 247, 352, 244, 337]. Pairing-Based
[248, 337]. Pairing-Friendly [352].
Pairings [611, 736, 683]. Pairs [94].
Paradigm [320, 348]. Parallel
[673, 356, 228, 414, 395, 155].
Parallelepiped [330]. Parallelism [603].
Parameter [735]. Parameters [101, 100].
Partial [258, 392, 756, 265]. Partially [215].
Party [732, 741, 648, 241, 272, 250, 728, 260,
392, 282, 608, 587, 623, 585, 228, 331, 472,
568, 681, 685, 605, 737, 576, 411]. Password
[289, 437, 268, 13].
Password-Authenticated [268].
Password-Based [289, 437]. Passwords
[275, 307]. Pattern [357, 450]. Patterns
[167]. PCPs [707, 716, 661]. Perfect
[699, 74, 173, 667, 477, 143, 21, 63, 57, 38].

Perfectly [518, 405]. Periods [66]. permit
[22]. Permutation
[115, 134, 131, 554, 107, 400, 143, 680].
Permutations
[569, 115, 270, 432, 459, 209, 156, 211, 441, 40].
permuted [61]. PGM [64]. PGV [361].
Photonic [530]. Physical [591, 752].
pipelined [79]. PIR [240]. Placing [674].
Plain [733]. Plaintext [443, 539, 577].
Plaintext-Aware [443]. plaintexts [26].
Player [173]. Point [449]. Pollard [398].
Polylog [741]. Polynomial [136, 184, 286,
345, 564, 430, 315, 423, 485, 479, 263, 38].
Polynomial-Based [485].
Polynomial-Time [286, 345, 315, 479].
polynomials [66]. Possibility [382, 579].
Possible [552, 454, 740]. Post [700].
Post-quantum [700]. Power
[732, 529, 114, 623]. Powering [251]. PPAD
[663]. Practical
[396, 639, 51, 259, 574, 550, 507, 106, 445, 461,
636, 622, 305, 419, 365, 169, 613, 177, 561].
Practical-Time [461]. Precision
[735, 580, 650]. Predicate [736, 242, 423].
Predicates [200]. Preface
[257, 53, 171, 234, 243]. Preimage [508].
Preparation [391]. Preprocessing
[240, 114, 631, 122]. Prescribed [211].
Presence [174, 403, 450, 168, 472, 375].
Preserving
[513, 499, 604, 586, 697, 589, 673, 593, 216].
Prevailing [760]. PRFs [760, 564].
Primality [297, 281]. Prime
[4, 252, 619, 359, 101, 227]. Prime-Order
[619, 359]. Primitive [124, 378]. Primitives
[586, 709, 270, 250, 305, 145]. PRINCE
[644, 483]. PRINCE-Like [483]. Privacy
[230, 129, 84, 729, 216, 313].
Privacy-Conscious [729]. Private
[541, 637, 466, 295, 276, 556, 562, 193, 391,
269, 551, 626, 302, 715, 516, 549, 240].
Private-Key [562, 269, 551, 626].
Privately [354]. Probabilistic
[598, 673, 345, 269, 313, 23].
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Probabilistic-Termination [673].
Probability [224, 18, 309]. Probable [227].
Probably [4]. Probing [584]. Problem
[486, 582, 146, 341, 5, 635, 253, 74, 420, 477,
165, 342]. Problems
[354, 229, 358, 615, 620, 304, 547, 479].
Procedure [274]. processing [35, 36].
produced [15]. Product [747, 736, 327, 22].
Products [423]. profile [23]. Program
[599]. Programmable [406, 743].
Projective [397]. Promised [111]. Proof
[518, 45, 278, 443, 74, 82, 116, 111, 138, 331,
255, 86]. Proofs
[292, 566, 628, 325, 488, 226, 627, 702, 51,
189, 166, 517, 114, 610, 178, 595, 487, 544,
558, 666, 315, 393, 390, 435, 668, 431, 72, 6].
Properties [316, 680, 82, 112, 60, 64, 58].
Property [451]. Proposal [725]. Protect
[192]. Protected [164]. Protocol
[518, 534, 658, 634, 117, 245, 729, 331, 472,
319, 351, 90, 157, 17, 33, 87, 688]. Protocols
[541, 353, 45, 478, 727, 176, 241, 598, 673,
448, 620, 273, 386, 496, 357, 303, 288, 356,
501, 395, 86]. Provable [480, 285, 95].
Provably [399, 106, 118, 214, 57].
Provably-Secure [399, 57]. Providers
[193]. Proving [297]. Proxy [394]. Pseudo
[253, 305, 350, 222, 211]. Pseudo-Free [350].
Pseudo-Random [253, 222, 211].
Pseudo-Randomness [305].
Pseudorandom
[575, 471, 131, 225, 121, 47, 476, 156].
Pseudorandomness [48]. Public
[490, 102, 446, 294, 580, 650, 383, 652, 326,
277, 221, 101, 553, 314, 414, 180, 577, 203,
144, 535, 494, 32]. Public-Coin [414].
Public-Key [102, 446, 294, 580, 650, 383,
652, 277, 101, 553, 180, 577, 144, 494, 32].
PUF [378]. PUFs [630, 704, 530]. Purely
[144]. Purposes [349].

Quadratic
[281, 111, 190, 274, 601, 180, 90, 8].
Quantum [466, 278, 596, 323, 391, 666, 407,

606, 255, 516, 177, 665, 54, 700, 695]. Quark
[428]. Quarters [731]. Quasi [544].
Quasi-Adaptive [544]. Quaternion [194].
Queries [554]. Question [197]. QUIC
[748]. Quietly [486].

Rabin [178]. Rackoff [156]. radix [79].
RAM [697, 714, 517, 603, 608]. Random
[456, 534, 379, 4, 123, 329, 164, 627, 310, 387,
259, 110, 253, 554, 497, 233, 666, 429, 752,
222, 211, 307, 481, 441, 59, 38, 23].
Randomization [629]. Randomize [413].
Randomize-Hash-then-Sign [413].
Randomized [549, 551, 57]. Randomizer
[235]. Randomness [175, 305, 47]. Ranks
[355]. Rate [640, 63]. Rather [566].
Rational [370]. RC4 [441]. Re [388].
Re-Encryption [388]. Reactive [524].
Real [738, 380, 274, 183, 90].
Real-Quadratic-Field-Based [274].
Real-Time [183]. Realistic [353].
Realizations [546]. Realizing [535].
Rebound [453, 470]. Receiver [158].
Recipient [5]. Recomputation [560].
Reconciliation [129]. Reconciling
[212, 301, 532]. Reconsidered [218].
Record [748]. Recovery
[639, 509, 265, 573, 438, 758]. Rectangle
[758]. Recursive [469]. Reduced
[639, 261, 465, 644, 445, 622, 453].
Reduced-Round [639]. Reducing
[240, 335]. Reduction [148]. Reductions
[583, 123, 589, 755, 304]. Reflection [483].
Registers [130]. Related [575, 93, 461].
Related-Key [575, 461]. Relation [316].
Relations [456, 320, 616]. Relationships
[321]. Release [106]. Reliability [313].
Reloaded [725]. Remaindering [168].
remarks [61]. Remote [391]. Rényi [566].
Repetition [395]. Replayed [279].
Replayed-and-Known-IV [279].
Reproducible [546]. Requirements [391].
Residue [529]. Residuosity [111].
Resilience [723, 675, 720, 599, 519, 606].
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Resilient [433, 503, 707, 701, 103].
Resistance [488, 701, 753]. Resistant
[677, 107, 376]. Resource [386, 391].
Restricted [345]. Results
[382, 2, 383, 312, 23]. Retrievability
[517, 431]. Retrieval [466, 295, 193, 240].
Reusable [669]. Revisited
[316, 637, 538, 719, 558, 590, 568, 710, 156,
440, 395, 527, 612]. Revisiting [723, 629].
Rho [398]. Ride [724]. Right [642]. Rights
[394]. Ring
[329, 510, 706, 694, 424, 730, 378, 715]. rings
[66]. RIPEMD [125, 515]. RIPEMD-128
[515]. Rivest [37, 195]. RLWE [717].
RLWE-Based [717]. RMAC [265].
Robust [559, 295, 451, 748, 181, 299, 737].
Root [750]. Rotational [453, 710, 642].
Round [639, 578, 297, 673, 644, 291, 445,
125, 474, 116, 622, 608, 654, 245, 393, 437,
585, 701, 228, 435, 605, 685, 737, 642].
Round-Efficient [585]. Round-Optimal
[437]. Round-Preserving [673].
Round-Reduced [644, 445, 622]. Rounds
[261, 468, 609, 217]. Routing [458]. RSA
[229, 495, 136, 286, 56, 127, 178, 238, 186,
181, 300, 299, 587, 539, 62, 350, 612, 99].
RSA-Based [186, 300]. RSA-OAEP [238].
RSA-signatures [56]. RTT [672]. Rudich
[686]. Runtime [430].

SAFER [187, 152]. Salsa [725]. Same [665].
Sample [204]. Sampling [648]. SASAS
[360]. Scalable [645, 288]. Scalar [447].
Scale [722]. Scheme
[754, 744, 229, 147, 294, 670, 462, 149, 400,
255, 169, 55, 61, 20, 69]. Schemes
[506, 399, 498, 325, 675, 96, 170, 394, 734, 46,
134, 132, 509, 404, 500, 343, 371, 418, 213,
620, 280, 304, 142, 158, 118, 120, 137, 682,
206, 759, 485, 481, 256, 122, 63, 77, 81, 65, 25].
Schnorr [595, 122]. SCREAM [613]. SDH
[310]. Search [354, 496, 192, 155].
Searchable [316, 676]. Searching [302].
Second [508]. Second-Preimage [508].

secrecy [39, 28, 57, 9, 19]. Secret
[370, 363, 498, 675, 625, 96, 147, 46, 73, 286,
106, 672, 634, 404, 110, 142, 362, 707, 120,
137, 682, 698, 703, 526, 464, 293, 333, 63, 77,
69, 65, 11]. Secret-Key [625, 698, 703].
Secret-Sharing [498, 526]. Secrets
[674, 120]. Secure
[17, 506, 583, 355, 514, 518, 399, 389, 45, 653,
296, 687, 693, 696, 394, 294, 373, 484, 555,
720, 545, 565, 718, 630, 106, 348, 408, 105, 500,
117, 250, 119, 172, 416, 238, 418, 728, 287, 417,
260, 392, 50, 546, 282, 700, 450, 523, 564, 608,
623, 733, 419, 118, 214, 303, 262, 191, 638, 655,
649, 228, 277, 339, 390, 411, 472, 681, 378, 101,
249, 375, 616, 685, 690, 246, 197, 57, 22, 649].
Securely [388]. Securing [210]. Security
[575, 452, 353, 292, 566, 490, 379, 229, 325,
488, 164, 278, 443, 446, 562, 176, 241, 368,
691, 658, 134, 610, 178, 595, 493, 413, 496, 225,
290, 357, 597, 609, 751, 548, 646, 602, 321, 558,
666, 269, 315, 356, 217, 285, 528, 331, 255, 206,
364, 222, 95, 185, 481, 527, 169, 232, 61, 13].
Selecting [205]. Selective [387, 382]. Self
[312]. Semantically [555]. Semi [549, 695].
Semi-private [549]. Semi-quantum [695].
Sender [5, 158]. Separating [231].
sequence [76]. Sequences
[83, 47, 441, 15, 66, 23]. Sequential [429].
Servers [240]. Service [193].
Service-Providers [193]. Session
[275, 307]. Session-Key [275, 307]. Set
[415, 272, 493, 357, 403, 564].
Set-Intersection [564]. Set-Up [272]. Sets
[426]. Setting
[446, 556, 562, 587, 751, 590, 551]. Setup
[690]. SHA [465, 622]. SHA-0 [465].
SHA-1 [465]. SHA-3 [622]. Shamir [298].
Shannon [10]. Share [135, 11]. shares [77].
Sharing [370, 363, 498, 675, 96, 46, 634, 404,
181, 299, 142, 707, 120, 137, 682, 526, 464,
293, 333, 63, 77, 73, 69, 65]. Shift [130].
Short
[582, 247, 310, 708, 189, 412, 384, 307, 535, 99].
Shorter [659, 544]. Should [354, 463].
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Shpilrain [319]. Shrinkage [533, 712].
Shrinking [604]. Shuffle [362, 563].
Shuffled [560]. Side [376, 530].
Side-Channel [376, 530]. Sided [242, 523].
sieve [78]. Sign [413]. Signal [658, 700].
Signaling [716]. Signature
[583, 744, 229, 325, 394, 134, 670, 149, 500,
620, 280, 304, 652, 206, 215, 481, 49, 122].
Signatures [506, 513, 499, 604, 329, 467,
247, 310, 656, 510, 433, 412, 194, 507, 106,
132, 109, 595, 593, 273, 413, 186, 300, 730,
429, 571, 384, 330, 185, 401, 527, 535, 56].
Signcryption [292]. Significance [91, 27].
Signing [394, 681]. Simple [513, 400, 651].
Simpler [659, 277, 307, 715]. Simplicity
[121]. Simulation
[449, 493, 496, 173, 321, 315, 590, 477].
Simulation-Based [493, 496, 321, 315].
Simultaneous [541, 637]. Single
[474, 131, 422]. Single-Key [474, 422]. Six
[217]. Size [513, 611, 135, 593, 730, 77].
Sizes [205]. Skein [453]. Skipjack [261].
SLAP [715]. Slender [415]. Slender-Set
[415]. Slide [567]. Slidex [462]. Sliding
[251]. Small
[505, 632, 136, 252, 420, 151, 161, 612].
Small-Bias [505]. Smart [49]. Smooth
[397]. SNARGs [721]. SNARK [542].
SNARKs [677]. Software [154, 30].
Software-Optimized [154]. Solution
[582, 574]. Solutions [136, 479]. Solve [354].
Solving [617]. Some [63, 61, 3]. Sound
[395]. Soundness [212, 301, 86]. Sources
[183]. Space [749]. Spaces [204]. Span
[130]. SPDZ [605, 690]. Specific [642].
Specified [355]. Spin [642]. Split [520, 660].
Split-State [520, 660]. splitting [39].
Sponge [602]. Sponge-Based [602].
Spreading [486]. spreads [16]. Square
[750]. SRAM [373]. SRAM-Based [373].
stamp [34]. Standard
[504, 760, 467, 572, 663, 2]. State
[520, 660, 700, 391, 640, 652, 438, 665].
Stateless [592]. States [407]. Statistical

[566, 226, 647, 59]. Statistically
[720, 132, 335]. Statistically-Hiding [335].
Stealthy [436]. Steganography [338].
Stegosystem [439]. Stochastic [591]. Stop
[132, 224]. Stop/Go [224]. Storage
[291, 105, 235, 236, 332, 237].
Storage-Bounded [236]. Strategies
[443, 315]. Stream
[574, 380, 441, 438, 715, 182, 41, 14, 58].
Streaming [302]. Strengthening [273].
Stretch [164]. Strikes [670, 665]. String
[323, 455]. Strong [449, 236, 686, 33].
Stronger [329, 562, 659, 178]. Strongly
[65]. Structural [360, 644, 314, 139].
Structure
[513, 499, 604, 586, 709, 84, 593, 717, 211].
Structure-Preserving
[513, 499, 604, 586, 593]. Structured [29].
Structures [173]. Study [374, 13].
Subexponential [146]. Subgroup [486].
Subliminal [166]. Subliminal-Free [166].
Sublinear [718]. Subset [118]. Subspace
[470]. Subspaces [544]. Substitution [107].
Substitution-Permutation [107].
Subtleties [463]. Subversion [677].
Subversion-Resistant [677]. Success [309].
Succinct [702]. Sufficient [98]. Suggestion
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Stefan Wolf. Oblivious transfers and
privacy amplification. Journal of Cryp-
tology: the journal of the International
Association for Cryptologic Research,

16(4):219–237, September 2003. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic).

Joux:2003:SDD

[231] Antoine Joux and Kim Nguyen. Sep-
arating decision Diffie–Hellman from
computational Diffie–Hellman in cryp-
tographic groups. Journal of Cryptol-
ogy: the journal of the International
Association for Cryptologic Research,
16(4):239–247, September 2003. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic).

Vaudenay:2003:DTB

[232] Serge Vaudenay. Decorrelation: a the-
ory for block cipher security. Journal
of Cryptology: the journal of the Inter-
national Association for Cryptologic Re-
search, 16(4):249–286, September 2003.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic).

Kalai:2003:GRF

[233] Adam Kalai. Generating random fac-
tored numbers, easily. Journal of Cryp-
tology: the journal of the International
Association for Cryptologic Research,
16(4):287–289, September 2003. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//people.cs.uchicago.edu/~kalai/
factor/factor.html.

Goldreich:2004:P

[234] Oded Goldreich. Preface. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 17(1):1–3, January 2004. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic).



REFERENCES 51

Dziembowski:2004:ORE

[235] Stefan Dziembowski and Ueli Maurer.
Optimal randomizer efficiency in the
bounded-storage model. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 17(1):5–26, January 2004. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic).

Lu:2004:EAS

[236] Chi-Jen Lu. Encryption against storage-
bounded adversaries from on-line strong
extractors. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 17(1):27–
42, January 2004. CODEN JOCREQ.
ISSN 0933-2790 (print), 1432-1378 (elec-
tronic).

Vadhan:2004:CLC

[237] Salil P. Vadhan. Constructing locally
computable extractors and cryptosys-
tems in the bounded-storage model.
Journal of Cryptology: the journal of
the International Association for Cryp-
tologic Research, 17(1):43–77, January
2004. CODEN JOCREQ. ISSN 0933-
2790 (print), 1432-1378 (electronic).

Fujisaki:2004:ROS

[238] Eiichiro Fujisaki, Tatsuaki Okamoto,
David Pointcheval, and Jacques Stern.
RSA-OAEP is secure under the RSA as-
sumption. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 17(2):81–
104, March 2004. CODEN JOCREQ.
ISSN 0933-2790 (print), 1432-1378 (elec-
tronic).

Wiener:2004:FCC

[239] Michael J. Wiener. The full cost of
cryptanalytic attacks. Journal of Cryp-
tology: the journal of the International
Association for Cryptologic Research,
17(2):105–124, March 2004. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic).

Beimel:2004:RSC

[240] Amos Beimel, Yuval Ishai, and Tal
Malkin. Reducing the servers — compu-
tation in Private Information Retrieval:
PIR with preprocessing. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 17(2):125–151, March 2004. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic).

Canetti:2004:AVN

[241] Ran Canetti, Ivan Damg̊ard, Stefan
Dziembowski, Yuval Ishai, and Tal
Malkin. Adaptive versus non-adaptive
security of multi-party protocols. Jour-
nal of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 17(3):153–207, June 2004.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic).

Hast:2004:NOS

[242] Gustav Hast. Nearly one-sided tests and
the Goldreich–Levin predicate. Journal
of Cryptology: the journal of the Inter-
national Association for Cryptologic Re-
search, 17(3):209–229, June 2004. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic).

Lenstra:2004:P

[243] Arjen K. Lenstra. Preface. Journal of
Cryptology: the journal of the Interna-



REFERENCES 52

tional Association for Cryptologic Re-
search, 17(4):233, September 2004. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=17&issue=4&spage=233.

Miller:2004:WPE

[244] Victor S. Miller. The Weil pairing, and
its efficient calculation. Journal of Cryp-
tology: the journal of the International
Association for Cryptologic Research,
17(4):235–261, September 2004. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=17&issue=4&spage=235.

Joux:2004:ORP

[245] Antoine Joux. A one round pro-
tocol for tripartite Diffie–Hellman.
Journal of Cryptology: the jour-
nal of the International Association
for Cryptologic Research, 17(4):263–
276, September 2004. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=17&issue=4&spage=263.

Verheul:2004:EXM

[246] Eric R. Verheul. Evidence that XTR is
more secure than supersingular elliptic
curve cryptosystems. Journal of Cryp-
tology: the journal of the International
Association for Cryptologic Research,
17(4):277–296, September 2004. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.

asp?genre=article&issn=0933-2790&
volume=17&issue=4&spage=277.

Boneh:2004:SSW

[247] Dan Boneh, Ben Lynn, and Hovav
Shacham. Short signatures from the
Weil pairing. Journal of Cryptology:
the journal of the International Asso-
ciation for Cryptologic Research, 17(4):
297–319, September 2004. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=17&issue=4&spage=297.

Barreto:2004:EIP

[248] Paulo S. L. M. Barreto, Ben Lynn,
and Michael Scott. Efficient imple-
mentation of pairing-based cryptosys-
tems. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 17(4):
321–334, September 2004. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=17&issue=4&spage=321.

Naor:2005:CSO

[249] Moni Naor and Benny Pinkas. Com-
putationally secure oblivious trans-
fer. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 18
(1):1–35, January 2005. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=1&spage=1.



REFERENCES 53

Fitzi:2005:MCP

[250] Matthias Fitzi, Juan A. Garay, Ueli
Maurer, et al. Minimal complete prim-
itives for secure multi-party compu-
tation. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 18
(1):37–61, January 2005. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=1&spage=37.

Cohen:2005:ASW

[251] Henri Cohen. Analysis of the sliding
window powering algorithm. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 18(1):63–76, January 2005. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=1&spage=63.

Dupont:2005:BCA

[252] Régis Dupont, Andreas Enge, and
François Morain. Building curves with
arbitrary small MOV degree over fi-
nite prime fields. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 18(2):79–89, April 2005. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=2&spage=79.

Gennaro:2005:IPR

[253] Rosario Gennaro. An improved pseudo-
random generator based on the dis-

crete logarithm problem. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 18(2):91–110, April 2005. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=2&spage=91.

Black:2005:CMA

[254] John Black and Phillip Rogaway. CBC
MACs for arbitrary-length messages:
The three-key constructions. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 18(2):111–131, April 2005. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=2&spage=111.

Lo:2005:EQK

[255] Hoi-Kwong Lo, H. F. Chau, and
M. Ardehali. Efficient quantum key dis-
tribution scheme and a proof of its un-
conditional security. Journal of Cryp-
tology: the journal of the International
Association for Cryptologic Research,
18(2):133–165, April 2005. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=2&spage=133.

Tassa:2005:LBD

[256] Tamir Tassa. Low bandwidth dynamic
traitor tracing schemes. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 18(2):167–183, April 2005. CO-



REFERENCES 54

DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=2&spage=167.

Canetti:2005:P

[257] Ran Canetti. Preface. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 18(3):187–189, July 2005. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=3&spage=187.

Considine:2005:BAG

[258] Jeffrey Considine, Matthias Fitzi,
Matthew Franklin, Leonid A. Levin,
Ueli Maurer, and David Metcalf. Byzan-
tine agreement given partial broad-
cast. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 18
(3):191–217, July 2005. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=3&spage=191.

Cachin:2005:ROC

[259] Christian Cachin, Klaus Kursawe, and
Victor Shoup. Random oracles in
Constantinople: Practical asynchronous
Byzantine agreement using cryptog-
raphy. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 18
(3):219–246, July 2005. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:

//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=3&spage=219.

Goldwasser:2005:SMP

[260] Shafi Goldwasser and Yehuda Lindell.
Secure multi-party computation with-
out agreement. Journal of Cryptol-
ogy: the journal of the International
Association for Cryptologic Research,
18(3):247–287, July 2005. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=3&spage=247.

Biham:2005:CSR

[261] Eli Biham, Alex Biryukov, and Adi
Shamir. Cryptanalysis of Skipjack re-
duced to 31 rounds using impossible dif-
ferentials. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 18(4):
291–311, September 2005. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=4&spage=291.

Kent:2005:SCB

[262] Adrian Kent. Secure classical bit com-
mitment using fixed capacity commu-
nication channels. Journal of Cryptol-
ogy: the journal of the International
Association for Cryptologic Research,
18(4):313–335, September 2005. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=18&issue=4&spage=313.



REFERENCES 55

vonzurGathen:2005:PNB

[263] Joachim von zur Gathen and Michael
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dex calculus in class groups of non-
hyperelliptic curves of genus three.
Journal of Cryptology: the jour-
nal of the International Associa-
tion for Cryptologic Research, 21(4):
593–611, October 2008. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=21&issue=4&spage=593.

Bellare:2009:SPI

[325] Mihir Bellare, Chanathip Namprempre,
and Gregory Neven. Security proofs
for identity-based identification and sig-
nature schemes. Journal of Cryptol-
ogy: the journal of the International
Association for Cryptologic Research,
22(1):1–61, January 2009. CODEN
JOCREQ. ISSN 0933-2790 (print),



REFERENCES 65

1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=1&spage=1.

Lempken:2009:PKC

[326] Wolfgang Lempken, Trung van Tran,
Spyros S. Magliveras, and Wandi Wei.
A public key cryptosystem based on
non-abelian finite groups. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 22(1):62–74, January 2009. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=1&spage=62.

Impagliazzo:2009:CTD

[327] Russell Impagliazzo, Ragesh Jaiswal,
and Valentine Kabanets. Chernoff-type
direct product theorems. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 22(1):75–92, January 2009. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=1&spage=75.

Charles:2009:CHF

[328] Denis X. Charles, Kristin E. Lauter,
and Eyal Z. Goren. Cryptographic hash
functions from expander graphs. Journal
of Cryptology: the journal of the Inter-
national Association for Cryptologic Re-
search, 22(1):93–113, January 2009. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.

asp?genre=article&issn=0933-2790&
volume=22&issue=1&spage=93.

Bender:2009:RSS

[329] Adam Bender, Jonathan Katz, and Rug-
gero Morselli. Ring signatures: Stronger
definitions, and constructions without
random oracles. Journal of Cryptol-
ogy: the journal of the International As-
sociation for Cryptologic Research, 22
(1):114–138, January 2009. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=1&spage=114.

Nguyen:2009:LPC

[330] Phong Q. Nguyen and Oded Regev.
Learning a parallelepiped: Crypt-
analysis of GGH and NTRU signa-
tures. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 22
(2):139–160, April 2009. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=2&spage=139.

Lindell:2009:PSY

[331] Yehuda Lindell and Benny Pinkas. A
proof of security of Yao’s protocol for
two-party computation. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 22(2):161–188, April 2009. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=2&spage=161.



REFERENCES 66

Moran:2009:NIT

[332] Tal Moran, Ronen Shaltiel, and Amnon
Ta-Shma. Non-interactive timestamping
in the bounded-storage model. Journal
of Cryptology: the journal of the Inter-
national Association for Cryptologic Re-
search, 22(2):189–226, April 2009. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=2&spage=189.

Tassa:2009:MSS

[333] Tamir Tassa and Nira Dyn. Multi-
partite secret sharing by bivariate in-
terpolation. Journal of Cryptology:
the journal of the International As-
sociation for Cryptologic Research, 22
(2):227–258, April 2009. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=2&spage=227.

Barbosa:2009:CDU

[334] M. Barbosa, A. Moss, and D. Page.
Constructive and destructive use of
compilers in elliptic curve cryptog-
raphy. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 22
(2):259–281, April 2009. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=2&spage=259.

Haitner:2009:RCA

[335] Iftach Haitner, Omer Horvitz, Jonathan
Katz, Chiu-Yuen Koo, Ruggero Morselli,

et al. Reducing complexity assump-
tions for statistically-hiding commit-
ment. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 22
(3):283–310, July 2009. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=3&spage=283.

Black:2009:IHE

[336] J. Black, M. Cochran, and T. Shrimp-
ton. On the impossibility of highly-
efficient blockcipher-based hash func-
tions. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 22
(3):311–329, July 2009. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=3&spage=311.

Rubin:2009:UAV

[337] K. Rubin and A. Silverberg. Using
Abelian varieties to improve pairing-
based cryptography. Journal of Cryp-
tology: the journal of the International
Association for Cryptologic Research,
22(3):330–364, July 2009. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=22&issue=3&spage=330.

Dedic:2009:ULB
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Micolod, and André Tassiaux. On the
security of oscillator-based random num-
ber generators. Journal of Cryptol-

ogy: the journal of the International
Association for Cryptologic Research,
24(2):398–425, April 2011. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=2&spage=398.

Hell:2011:BSC

[380] Martin Hell and Thomas Johansson.
Breaking the stream ciphers F-FCSR-
H and F-FCSR-16 in real time. Journal
of Cryptology: the journal of the Inter-
national Association for Cryptologic Re-
search, 24(3):427–445, July 2011. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=3&spage=427.

Galbraith:2011:EFE

[381] Steven D. Galbraith, Xibin Lin, and
Michael Scott. Endomorphisms for
faster elliptic curve cryptography on
a large class of curves. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 24(3):446–469, July 2011. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=3&spage=446.

Hofheinz:2011:PIR

[382] Dennis Hofheinz. Possibility and
impossibility results for selective de-
commitments. Journal of Cryptol-
ogy: the journal of the International
Association for Cryptologic Research,
24(3):470–516, July 2011. CODEN



REFERENCES 74

JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=3&spage=470.

Kidron:2011:IRU

[383] Dafna Kidron and Yehuda Lindell. Im-
possibility results for universal com-
posability in public-key models and
with fixed inputs. Journal of Cryptol-
ogy: the journal of the International
Association for Cryptologic Research,
24(3):517–544, July 2011. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=3&spage=517.

Monnerat:2011:SUS

[384] Jean Monnerat and Serge Vaudenay.
Short undeniable signatures based on
group homomorphisms. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 24(3):545–587, July 2011. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=3&spage=545.

Liskov:2011:TBC

[385] Moses Liskov, Ronald L. Rivest, and
David Wagner. Tweakable block ci-
phers. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 24
(3):588–613, July 2011. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.

asp?genre=article&issn=0933-2790&
volume=24&issue=3&spage=588.

Garay:2011:RFC

[386] Juan A. Garay, Philip MacKenzie,
Manoj Prabhakaran, and Ke Yang.
Resource fairness and composability
of cryptographic protocols. Jour-
nal of Cryptology: the journal of the
International Association for Crypto-
logic Research, 24(4):615–658, October
2011. CODEN JOCREQ. ISSN 0933-
2790 (print), 1432-1378 (electronic).
URL http://www.springerlink.com/
openurl.asp?genre=article&issn=
0933-2790&volume=24&issue=4&spage=
615.

Boneh:2011:ESI

[387] Dan Boneh and Xavier Boyen. Efficient
selective identity-based encryption with-
out random oracles. Journal of Cryptol-
ogy: the journal of the International As-
sociation for Cryptologic Research, 24
(4):659–693, October 2011. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=4&spage=659.

Hohenberger:2011:SOR

[388] Susan Hohenberger, Guy N. Roth-
blum, Abhi Shelat, and Vinod Vaikun-
tanathan. Securely obfuscating re-
encryption. Journal of Cryptology:
the journal of the International As-
sociation for Cryptologic Research, 24
(4):694–719, October 2011. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=4&spage=694.



REFERENCES 75

Barak:2011:SCA

[389] Boaz Barak, Ran Canetti, Yehuda
Lindell, Rafael Pass, and Tal Ra-
bin. Secure computation without au-
thentication. Journal of Cryptology:
the journal of the International As-
sociation for Cryptologic Research, 24
(4):720–760, October 2011. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=4&spage=720.

Lindell:2011:AZK

[390] Yehuda Lindell and Hila Zarosim.
Adaptive zero-knowledge proofs and
adaptively secure oblivious trans-
fer. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 24(4):
761–799, October 2011. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=24&issue=4&spage=761.

Jain:2012:RRP

[391] Rahul Jain. Resource requirements
of private quantum channels and con-
sequences for oblivious remote state
preparation. Journal of Cryptology:
the journal of the International As-
sociation for Cryptologic Research, 25
(1):1–13, January 2012. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=25&issue=1&spage=1.

Gordon:2012:PFS

[392] S. Dov Gordon and Jonathan Katz.
Partial fairness in secure two-party
computation. Journal of Cryptology:
the journal of the International As-
sociation for Cryptologic Research, 25
(1):14–40, January 2012. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=25&issue=1&spage=14.

Katz:2012:WLR

[393] Jonathan Katz. Which languages have
4-round zero-knowledge proofs? Journal
of Cryptology: the journal of the Inter-
national Association for Cryptologic Re-
search, 25(1):41–56, January 2012. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=25&issue=1&spage=41.

Boldyreva:2012:SPS

[394] Alexandra Boldyreva, Adriana Pala-
cio, and Bogdan Warinschi. Secure
proxy signature schemes for delegation
of signing rights. Journal of Cryptol-
ogy: the journal of the International
Association for Cryptologic Research,
25(1):57–115, January 2012. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=25&issue=1&spage=57.

Pietrzak:2012:PRC

[395] Krzysztof Pietrzak and Douglas Wik-
ström. Parallel repetition of com-



REFERENCES 76

putationally sound protocols revis-
ited. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 25(1):
116–135, January 2012. CODEN
JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//www.springerlink.com/openurl.
asp?genre=article&issn=0933-2790&
volume=25&issue=1&spage=116.

Aerts:2012:PAK

[396] Wim Aerts, Eli Biham, Dieter De
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Willi Meier, and Maŕıa Naya-Plasencia.
Quark: a lightweight hash. Journal
of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 26(2):313–339, April 2013.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9125-6.

Lu:2013:SAS

[429] Steve Lu, Rafail Ostrovsky, Amit Sahai,
Hovav Shacham, and Brent Waters. Se-
quential aggregate signatures, multisig-
natures, and verifiably encrypted signa-
tures without random oracles. Journal
of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 26(2):340–373, April 2013.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9126-5.

Hofheinz:2013:PRC

[430] Dennis Hofheinz, Dominique Unruh,
and Jörn Müller-Quade. Polynomial
runtime and composability. Journal
of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 26(3):375–441, July 2013.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9127-4.

Shacham:2013:CPR

[431] Hovav Shacham and Brent Waters.
Compact proofs of retrievability. Jour-

nal of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 26(3):442–483, July 2013.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9129-2.

Goldreich:2013:ETP

[432] Oded Goldreich and Ron D. Roth-
blum. Enhancements of trapdoor
permutations. Journal of Cryptol-
ogy: the journal of the Interna-
tional Association for Cryptologic Re-
search, 26(3):484–512, July 2013. CO-
DEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9131-8.

Boyle:2013:FLR

[433] Elette Boyle, Gil Segev, and Daniel
Wichs. Fully leakage-resilient signa-
tures. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 26(3):
513–558, July 2013. CODEN JOCREQ.
ISSN 0933-2790 (print), 1432-1378 (elec-
tronic). URL http://link.springer.
com/article/10.1007/s00145-012-
9136-3.

Hong:2013:CCT

[434] Jin Hong and Sunghwan Moon. A
comparison of cryptanalytic trade-
off algorithms. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 26(4):559–637, October 2013.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9128-3. See er-
ratum [444].



REFERENCES 82

Lindell:2013:NCR

[435] Yehuda Lindell. A note on constant-
round zero-knowledge proofs of knowl-
edge. Journal of Cryptology: the
journal of the International Associ-
ation for Cryptologic Research, 26
(4):638–654, October 2013. CO-
DEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9132-7.

vanDijk:2013:FGS

[436] Marten van Dijk, Ari Juels, Alina
Oprea, and Ronald L. Rivest. FlipIt:
The game of “stealthy takeover”. Jour-
nal of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 26(4):655–713, October 2013.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9134-5.

Katz:2013:ROP

[437] Jonathan Katz and Vinod Vaikun-
tanathan. Round-optimal password-
based authenticated key exchange. Jour-
nal of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 26(4):714–743, October 2013.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9133-6.

Stankovski:2014:ESR

[438] Paul Stankovski, Martin Hell, and
Thomas Johansson. An efficient state
recovery attack on the X-FCSR fam-
ily of stream ciphers. Journal of
Cryptology: the journal of the Inter-
national Association for Cryptologic

Research, 27(1):1–22, January 2014.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9130-9.

Kiayias:2014:OTS

[439] Aggelos Kiayias, Yona Raekow, and
Alexander Russell. A one-time stegosys-
tem and applications to efficient covert
communication. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 27(1):23–44, January 2014.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9135-4.

Pass:2014:CZK

[440] Rafael Pass and Wei-Lung Dustin
Tseng. Concurrent zero knowl-
edge, revisited. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 27(1):45–66, January 2014.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9137-2.

SenGupta:2014:NRS

[441] Sourav Sen Gupta, Subhamoy Maitra,
Goutam Paul, and Santanu Sarkar.
(non-)random sequences from (non-
)random permutations — analysis of
RC4 stream cipher. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 27(1):67–108, January 2014.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9138-1.



REFERENCES 83

Haitner:2014:NIH

[442] Iftach Haitner and Omer Reingold. A
new interactive hashing theorem. Jour-
nal of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 27(1):109–138, January 2014.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9139-0.

Birkett:2014:SMP

[443] James Birkett and Alexander W. Dent.
Security models and proof strategies for
plaintext-aware encryption. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 27(1):139–180, January 2014.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9141-6.

Hong:2014:EBC

[444] Jin Hong and Sunghwan Moon. Er-
ratum to: A Comparison of Cryptan-
alytic Tradeoff Algorithms. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 27(1):181, January 2014. CO-
DEN JOCREQ. ISSN 0933-2790 (print),
1432-1378 (electronic). URL http:
//link.springer.com/article/10.
1007/s00145-012-9140-7; http://
link.springer.com/content/pdf/10.
1007/s00145-012-9140-7.pdf. See
[434].

Dinur:2014:IPA

[445] Itai Dinur, Orr Dunkelman, and Adi
Shamir. Improved practical attacks
on round-reduced Keccak. Journal

of Cryptology: the journal of the In-
ternational Association for Cryptologic
Research, 27(2):183–209, April 2014.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9142-5.

Brakerski:2014:BSD

[446] Zvika Brakerski and Gil Segev. Bet-
ter security for deterministic public-
key encryption: The auxiliary-input
setting. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 27(2):
210–247, April 2014. CODEN JOCREQ.
ISSN 0933-2790 (print), 1432-1378 (elec-
tronic). URL http://link.springer.
com/article/10.1007/s00145-012-
9143-4.

Longa:2014:FDG

[447] Patrick Longa and Francesco Sica. Four-
dimensional Gallant–Lambert–Vanstone
scalar multiplication. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 27(2):248–283, April 2014. CO-
DEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-012-9144-3.

Cramer:2014:ACZ

[448] Ronald Cramer, Ivan Damg̊ard, and
Marcel Keller. On the amortized
complexity of zero-knowledge proto-
cols. Journal of Cryptology: the jour-
nal of the International Association
for Cryptologic Research, 27(2):284–
316, April 2014. CODEN JOCREQ.
ISSN 0933-2790 (print), 1432-1378 (elec-
tronic). URL http://link.springer.



REFERENCES 84

com/article/10.1007/s00145-013-
9145-x.

Bitansky:2014:SSC

[449] Nir Bitansky and Ran Canetti. On
strong simulation and composable
point obfuscation. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 27(2):317–357, April 2014. CO-
DEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-013-9146-9.

Hazay:2014:CSP

[450] Carmit Hazay and Tomas Toft. Com-
putationally secure pattern match-
ing in the presence of malicious ad-
versaries. Journal of Cryptology:
the journal of the International As-
sociation for Cryptologic Research,
27(2):358–395, April 2014. CO-
DEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-013-9147-8.

Fischlin:2014:RMP

[451] Marc Fischlin, Anja Lehmann, and
Krzysztof Pietrzak. Robust multi-
property combiners for hash func-
tions. Journal of Cryptology: the
journal of the International Associa-
tion for Cryptologic Research, 27(3):
397–428, July 2014. CODEN JOCREQ.
ISSN 0933-2790 (print), 1432-1378 (elec-
tronic). URL http://link.springer.
com/article/10.1007/s00145-013-
9148-7.

Applebaum:2014:KDM

[452] Benny Applebaum. Key-dependent
message security: Generic amplifica-

tion and completeness. Journal of
Cryptology: the journal of the Inter-
national Association for Cryptologic
Research, 27(3):429–451, July 2014.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-013-9149-6.

Khovratovich:2014:RRA

[453] Dmitry Khovratovich, Ivica Nikolić, and
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Yampolskiy, and Kristian Gjøsteen.
Spreading alerts quietly and the sub-
group escape problem. Journal of
Cryptology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 28(4):796–819, October 2015.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL

http://link.springer.com/article/
10.1007/s00145-014-9181-1.

Gentry:2015:UFH

[487] Craig Gentry, Jens Groth, Yuval Ishai,
Chris Peikert, and Amit Sahai. Us-
ing fully homomorphic hybrid encryp-
tion to minimize non-interactive zero-
knowledge proofs. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 28(4):820–843, October 2015.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-014-9184-y.

Bellare:2015:NPN

[488] Mihir Bellare. New proofs for NMAC
and HMAC: Security without colli-
sion resistance. Journal of Cryp-
tology: the journal of the Interna-
tional Association for Cryptologic Re-
search, 28(4):844–878, October 2015.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-014-9185-x.

Peyrin:2015:CAG

[489] Thomas Peyrin. Collision attack
on Grindahl. Journal of Cryptol-
ogy: the journal of the International
Association for Cryptologic Research,
28(4):879–898, October 2015. CO-
DEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-014-9186-9.

Baldi:2016:EPK

[490] Marco Baldi, Marco Bianchi, Franco
Chiaraluce, and Joachim Rosenthal.



REFERENCES 90

Enhanced public key security for the
McEliece cryptosystem. Journal of
Cryptology: the journal of the Inter-
national Association for Cryptologic
Research, 29(1):1–27, January 2016.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-014-9187-8.

Bos:2016:FCG

[491] Joppe W. Bos, Craig Costello, Huseyin
Hisil, and Kristin Lauter. Fast cryp-
tography in genus 2. Journal of
Cryptology: the journal of the Inter-
national Association for Cryptologic
Research, 29(1):28–60, January 2016.
CODEN JOCREQ. ISSN 0933-2790
(print), 1432-1378 (electronic). URL
http://link.springer.com/article/
10.1007/s00145-014-9188-7.

Coron:2016:HBI
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Stehlé, and Ron Steinfeld. Improved
security proofs in lattice-based cryp-
tography: Using the Rényi divergence
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