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2019 [257, 256, 248]. 2020 [291]. 2021
[322, 339]. 224-bit [277]. 28-nm [260]. 2nd
[95].

3 [344].

512-bit [276].

64 [312]. 65nm [327].

academic [121]. accelerate [49].
acceleration [344]. accelerator [358].
accelerators [273]. access [294].
access-controlled [294]. account [135].
accuracy [238]. Achieving [83]. action
[290]. adapted [227]. Adaptive [261].
addition [192, 193, 246]. adic [187].
advanced [276]. AE [355]. AES
[120, 59, 148, 197, 10, 40, 95, 78, 7, 311, 325,
107, 271, 307, 64, 202, 39, 53, 18]. against
[261, 66, 20, 40, 212, 346, 65, 166, 109, 220,
71, 328, 325, 107, 307, 19, 269, 87, 275, 89,
132, 334, 25, 157, 268, 201, 299]. aimed [25].
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algebraic [32, 283, 140, 64, 243].
Algorithm
[5, 161, 333, 209, 22, 198, 357, 269, 315, 38].
Algorithm-level [5]. algorithmic [265].
algorithms [221, 100, 94, 213, 279]. aligned
[225]. analog [352]. Analysis
[32, 45, 44, 222, 59, 353, 242, 88, 207, 229,
164, 137, 155, 40, 142, 22, 121, 109, 26, 295,
311, 71, 254, 318, 2, 297, 341, 281, 188, 307,
158, 3, 135, 101, 263, 132, 196, 53, 258, 18,
324, 235, 279, 206]. analyzing [70, 165].
annihilate [225]. ANSSI [307]. any
[275, 126, 350]. application
[148, 103, 56, 91, 38, 289]. Applications
[228, 302, 270, 70, 273, 193, 294, 43, 234, 44].
applied [304]. applies [121]. approach
[207, 176, 107, 140, 275, 308]. arbiter
[136, 206]. arbitrarily [206]. architectural
[268]. architecture [10, 310, 305].
architectures [274, 332]. area
[10, 305, 344]. area-time [305]. Arithmetic
[187, 172, 180, 226, 183, 182, 13, 131, 203,
354, 234]. ARM [307, 332]. art [233].
ASCAD [229]. ASCON [288, 319]. Ascon-
[319]. ASCON-like [288]. ASHES
[257, 291, 322]. ASIC [258, 79]. ASICs
[111]. aspects [155, 325]. assembly
[207, 132, 319]. assessment [125].
associated [185]. Asymmetric [343, 164].
attack [120, 99, 32, 217, 312, 77, 355, 190,
331, 316, 283, 158, 64, 3, 145, 264, 326, 230,
275, 251, 168, 47, 126, 258, 235, 151, 259].
attackers [206]. Attacking [57, 164].
attacks
[247, 24, 34, 347, 242, 261, 194, 122, 117, 165,
66, 20, 167, 65, 95, 72, 195, 11, 166, 23, 169,
105, 56, 228, 220, 337, 71, 328, 325, 116, 188,
307, 19, 269, 140, 60, 87, 241, 110, 89, 236, 133,
47, 315, 93, 160, 334, 6, 25, 201, 299, 243, 225].
Attribute [320]. Attribute-based [320].
authenticated [170, 315]. authentication
[50, 119, 201]. Automated
[119, 221, 323, 251, 205, 239]. Automatic
[209, 123]. AVR [112]. AVX512 [301].

awakener [329]. aware [98].

Barrett [269]. base [200]. based
[304, 349, 238, 81, 320, 342, 321, 216, 122, 84,
117, 226, 346, 175, 217, 300, 310, 5, 215, 100,
114, 343, 204, 55, 255, 355, 220, 190, 318,
139, 218, 335, 82, 110, 267, 200, 358, 334, 45,
258, 199, 38]. bases [17]. basis [305, 334].
batch [94, 351]. battery [313]. Bayes [168].
be [144]. best [340]. better [138]. bias
[116]. bias-variance [116]. biased [127].
binary [161, 216, 113, 118, 103, 186, 9, 82,
75, 184, 231, 16, 38]. Bit [349, 342, 154, 276,
77, 260, 108, 130, 271, 277, 54].
bit-interaction [342]. Bit-sensitive [349].
bit-serial [271]. bitsliced [202]. bitstream
[262]. black [22]. Bleichenbacher [77].
blinding [172, 93, 126, 160]. block
[211, 178, 139, 205, 243]. blocks [42].
Boolean [203]. Boolean-to-arithmetic
[203]. boot [282]. both [212, 346]. bounded
[280]. bounds [231]. box [22, 223, 120].
BRAM [70]. branch [164]. Breaking
[282, 350]. BRUTUS [123]. Buffer [145].
building [42]. bytes [346].

C [319]. cache [261, 251, 350, 253].
cache-timing [251]. CacheBleed [151].
caches [261]. calculus [272]. can [144].
cannot [177]. card [121, 343]. card-based
[343]. cards [72]. carry [130, 16].
carry-less [130, 16]. case [317, 337, 85, 319].
cells [260]. certification [153]. chains
[192, 193]. changed [198]. channel
[247, 342, 24, 34, 347, 261, 207, 229, 117, 165,
66, 40, 245, 167, 32, 83, 340, 95, 103, 72, 11,
105, 228, 26, 220, 90, 254, 190, 318, 325, 188,
283, 307, 43, 19, 64, 135, 326, 101, 133, 47,
239, 25, 79, 201, 324, 12, 235, 299, 38, 225].
channels [42, 27]. chaos [349].
chaos-based [349]. characteristic [289].
Charm [61]. CHES
[102, 74, 174, 150, 124, 52]. chip [23].
cipher [88, 129]. ciphers [164, 211, 178, 190,
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139, 297, 281, 283, 230, 85, 205, 196, 243].
circuit [189, 199]. circuits [197, 104]. class
[216, 186, 17, 162]. classification [238].
classifier [168]. clock [353, 23, 101]. CLX
[315]. CLX-128 [315]. CMOS [7, 327, 236].
Co [48, 13, 147]. Co- [48, 13]. co-design
[48]. co-designs [147]. Code
[55, 349, 84, 175, 215, 335, 132].
Code-based [55, 84, 175, 215, 335]. codes
[148, 207, 40, 340]. coding [172]. collector
[295]. collision [300, 56, 331].
collision-based [300]. combined [197].
Combining [341, 252]. commitment [54].
common [133]. communications [67].
Compact [197]. comparing [12].
compatible [310]. Complete [336].
complex [268]. complexity [37, 305, 18].
comprehensive [260, 283, 298].
compressed [246, 334]. computation
[78, 313, 38, 39]. Computational [155].
computations [49, 138]. computing [314].
concurrent [109]. Constant
[96, 203, 175, 267, 151]. constant-sum [267].
Constant-time [203, 175, 151]. constraint
[283]. Constructing [193, 253].
Construction [312]. Contacts
[8, 14, 21, 28, 35, 41, 46, 51, 58, 63, 68, 73,
97, 80, 86, 92]. contemporary [169, 330].
contest [95]. context [180, 241]. control
[240]. controlled [294]. coordinates
[336, 75]. coprocessor [7]. cores
[4, 202, 106]. Correction [256, 338, 233].
correctors [173]. correlation [155, 83, 110].
cost [346, 264]. costs [81]. counter [196].
counter-mode [196]. countermeasure
[148, 117, 337, 87, 145, 264, 38, 259].
countermeasures
[247, 242, 164, 66, 103, 169, 325, 158, 89, 172].
coupon [295]. CPA [114, 91]. CPU [268].
crafting [249]. crime [121]. critical
[242, 284]. Cross [353, 60]. cross-device
[60]. Cross-layer [353]. CRT
[20, 65, 57, 89, 160]. cryptanalysis [129, 18].
cryptanalytic [123]. crypto [226, 262].

Cryptographic [1, 10, 70, 273, 278, 240, 29,
356, 198, 218, 162, 334, 224].
cryptographically [286]. cryptography
[270, 70, 113, 137, 72, 30, 108, 4, 55, 7, 255,
187, 220, 335, 330, 234]. cryptology [198].
cryptoprocessor [3]. cryptosystems
[61, 24, 34, 84, 215, 25]. CSIDH [290, 316].
cube [217]. curse [188, 156]. curve
[113, 72, 108, 187, 354, 277, 138, 219].
curves [222, 137, 183, 192, 166, 186, 100, 13,
131, 306, 338, 75, 184, 16, 44, 219].

Data [191, 218, 85]. data-widths [85].
database [229]. debiasing [191].
decapsulation [289]. decomposition [116].
decryption [197, 262]. DECT [129]. Deep
[229, 337, 225, 318, 325]. deep-learning
[325]. defense [261]. dependency [324].
depth [204, 279]. derivation [81]. deriving
[224]. descent [238]. Design [117, 286, 204,
48, 88, 294, 344, 239, 79, 98, 206].
Designing [85, 288]. designs [147]. detect
[341, 135]. Detecting [250, 329]. Detection
[334, 5, 109, 252, 27, 298]. Development
[292]. device [121, 50, 60]. devices
[226, 4, 236, 146, 350]. Differential
[59, 295, 355, 315, 99, 109, 193, 2, 230, 196, 18].
Diffie [277]. dimension [189].
dimensionality [188]. direct [212].
discrete [255, 138]. Disk [171]. dispersion
[135]. distance [264]. distance-spoofing
[264]. distinguisher [263]. distinguishers
[278, 12]. do [171]. does [225]. domain [91].
dopant [76, 104]. dopant-level [76, 104].
dormant [329]. DPA [95, 114, 91]. drive
[157]. driven [251]. dual [177]. dual-rail
[177]. during [345]. dynamic [29, 341].

easy [153]. ECC [247, 48, 305]. ECDSA
[77, 94]. ECHO [10]. ECSM [5]. Editorial
[237, 143, 248, 339, 256]. Edwards
[222, 166, 186]. effects [352]. efficacy [142].
efficiency [137, 142, 277]. Efficient
[232, 227, 100, 30, 31, 82, 159, 162, 200, 84,
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154, 192, 186, 313, 358, 239, 199, 351].
Electromagnetic [156, 268, 122, 258].
ElGamal [134]. elimination [356]. elliptic
[113, 137, 333, 72, 13, 131, 108, 306, 338, 277,
75, 184, 16, 44, 138, 219]. elliptic-curve
[108]. embedded [238, 48, 70, 84, 226].
emission [53]. encapsulation
[134, 327, 332]. encoding [165, 343].
encodings [267]. encryption
[349, 317, 320, 347, 197, 170, 171, 210, 204,
55, 314, 62, 315, 201].
encryption/decryption [197]. End
[251, 307, 308]. End-to-end [251, 307, 308].
endomorphism [192]. Energy
[351, 273, 279]. enforceable [320].
engineering [265, 357, 1]. engineers [245].
engines [262]. enhancement [69].
enhancing [111]. enough [126]. ENT [313].
entropy [292]. ephemeral [316].
equivalent [312]. era [287]. erasable [294].
Erratum [34]. Error
[240, 280, 5, 109, 233, 252]. estimation
[280]. Euclidean [161, 192]. evaluating
[332]. evaluation
[342, 103, 260, 233, 318, 45, 106, 12, 111].
evaluations [90, 239]. exchange [303].
Exclusive [126]. execution [208, 341, 9].
expansions [187]. experimental [45].
exploit [308]. exploitable [205].
exploration [29]. Exploring [266].
exponent [200, 93, 126, 160]. exponential
[280, 351]. exponentiation
[302, 31, 9, 159, 200, 38]. exponentiations
[195, 110]. exponents [290]. extended
[161, 342, 76, 154, 340, 77, 153, 100, 249, 56,
177, 329, 188, 127, 350, 262, 324]. extension
[166, 29]. extensions [330, 319]. extract
[324]. extraction [105]. Extractors [19].

factor [133]. fails [177]. fair [12]. family
[297, 271, 230]. Fantomas [232]. Fast
[321, 113, 103, 108, 219, 170, 175, 22]. Faster
[226, 130, 244, 301, 289, 316, 246, 138].
fastest [75]. Fault

[122, 297, 263, 59, 353, 148, 242, 99, 164, 165,
20, 65, 166, 23, 109, 295, 355, 311, 337, 71,
341, 281, 316, 145, 101, 156, 230, 89, 133, 47,
205, 196, 315, 334, 6, 25, 268, 18, 345, 308].
faults [250, 57, 240]. feasibility
[264, 106, 224]. feedback [95]. Feistel
[139, 198]. fetching [353]. FIA [212, 346].
field [209, 108]. fields [216, 103, 231].
finding [340, 335]. finite [103, 231].
firewalls [285]. first [26]. five [343].
five-card [343]. Fixed [200]. Fixed-base
[200]. flash [157, 345]. flexible [217]. flip
[156]. flip-flops [156]. flops [156]. flow
[208, 323]. FMCW [328, 264]. forensic
[121]. Formal [164, 65, 87, 148, 66, 89, 149].
Formally [132]. formula [246]. formulae
[185]. formulas [304]. FPGA
[282, 4, 309, 358, 344, 98, 262]. FPGA-SoC
[282]. FPGAs
[300, 260, 233, 177, 106, 138, 219].
framework [61, 296, 139, 123, 205, 12]. free
[131, 39, 293]. frequency [117, 91].
frequency-based [117]. fresh [88].
friendly [270]. FrodoKEM [266]. function
[10]. functions [49, 318, 162, 133, 54].

gain [318]. gap [78, 319]. gate [37].
Gaussian [356]. GCD [38]. generalized
[162, 225]. generation [349, 209, 323, 127].
generator [286, 23, 348]. generators [122].
Generic [357, 160, 221, 294, 319]. genus
[336]. geometric [258]. Get [105]. GF
[199]. GHASH [17]. GIFT [312, 337].
GIFT-64 [312]. glitch [353, 39]. glitchy
[23]. glitchy-clock [23]. GLS [100]. GLV
[100]. GLV-based [100]. good [318]. GPU
[217]. GPU-based [217]. GPUs [202].
gradient [238]. group [336]. guided [259].

half [159]. half-size [159]. hands [105].
hard [4]. Harder [138]. Hardware
[266, 140, 344, 157, 48, 76, 10, 70, 154, 323,
169, 282, 55, 356, 71, 329, 147, 158, 135, 358,
44, 106, 298]. hardware-level [158].
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hardware-software [48].
hardware/software [147]. Harvesting [7].
hash [10, 49, 267]. hash-based [267].
hashing [130]. Having [152]. HC [85].
HC-128 [85]. HCCA [209].
HCCA-resistant [209]. Hellman [277].
Help [8, 14, 21, 28, 35, 41, 46, 51, 58, 63, 68,
73, 97, 80, 86, 92]. Helper [191]. hidden
[77]. hide [177]. hiding [349]. hierarchical
[317]. High
[36, 327, 17, 245, 83, 4, 275, 202, 344, 157].
high-order [83, 275]. high-performance
[4, 202]. high-security [36, 157].
High-speed [36, 327]. Higher
[39, 142, 203, 252]. Higher-order
[39, 142, 203, 252]. Highly [199, 241].
history [119]. Homomorphic
[314, 317, 347, 204, 25]. honest [244]. honor
[179]. horizontal [195, 110]. Horse [135].
Horst [198]. HPC [238]. HPC-based [238].
hybrid [303, 199].

IBM [348]. IBS [310]. IC [265]. ICs
[117, 334]. identification [205]. identify
[308]. identity [310]. identity-based [310].
illumination [345]. image [45].
image-based [45]. imaging [329].
immunity [83]. impacts [17].
Implementation [134, 113, 65, 286, 100,
223, 30, 204, 325, 271, 307, 326, 162, 39, 258].
implementations
[273, 232, 195, 31, 115, 71, 47].
implemented [300]. Improve [266].
Improved
[99, 221, 129, 281, 64, 267, 243, 274].
improvement [106]. improvements [95].
Improving [238, 220, 60, 299, 90]. in-card
[121]. In-depth [279]. including [325].
infect [242]. infective [242]. inference
[317]. information
[208, 142, 323, 43, 253, 324].
information-flow [323]. injection [353, 23,
341, 145, 101, 156, 89, 334, 268, 345, 308].
inner [250]. instruction

[29, 87, 330, 301, 16]. instructions
[353, 276, 296]. integrated [189]. intensity
[263]. interaction [342]. Interdiction [157].
interface [292]. interference [221].
Internal [196, 101]. Internet [211, 279].
Intersection [244]. Introduction
[102, 74, 174, 150, 124, 163, 1, 2, 52, 229].
inventor [198]. Inversion
[131, 96, 181, 199]. Inversion-free [131].
IoT [310]. IoT-based [310]. IP [106]. IPM
[252]. IPM-RED [252]. irreducible [216].
Isadora [323]. isogeny [304, 226, 290].
isogeny-based [304, 226]. isolation [282].
isomorphisms [131]. issue
[102, 74, 257, 291, 322, 174, 150, 124, 52, 179].

Jacobian [336]. Jacobians [336]. Java [27].
JCEN [257, 291, 322]. Journal [1].

Karatsuba [304, 185, 82].
Karatsuba-based [304]. Karatsuba-like
[185]. KASLR [350]. KEM [332, 175]. key
[349, 81, 24, 34, 321, 164, 22, 134, 105, 141,
303, 30, 327, 337, 127, 263, 332, 47, 25, 299].
key-extraction [105]. keying [88]. keys
[255, 224]. Kite [217]. KLEIN [337].
knowing [357]. Koblitz [187].

ladder [5, 184]. ladder-based [5]. lambda
[75]. laptop [105]. large [78, 260, 206].
large-scale [260]. laser [329, 345]. latches
[69]. latency [273]. lattice [321, 172].
lattice-based [321]. law [336]. Lawrence
[179]. layer [353]. layout [352]. lazy [245].
leak [258, 253]. Leakage
[125, 342, 88, 83, 11, 153, 134, 218, 91].
leakage-resilient [88, 134]. leakages [167].
Leaking [347, 296]. leaks [77, 43, 79].
learning [229, 278, 136, 228, 26, 254, 318,
325, 107, 188, 307, 251, 225].
learning-based [318]. length [353, 171].
less [249, 130, 16]. level
[208, 76, 5, 158, 149, 104]. levels [277]. lib
[319]. library [202]. licensing [106]. lighter
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[271]. lightweight
[274, 211, 178, 7, 187, 297, 315, 44, 243]. like
[185, 355, 288]. limitations [90]. limits [59].
linear [148, 340, 312, 56, 37]. listening
[121]. local [269]. localized [177].
locations [69]. locking [352, 284, 259].
logarithm [255, 138]. logarithm-based
[255]. logic [352, 284, 177, 329, 298, 259].
logically [15]. logistic [317]. lose [206].
loss [349, 318]. loss-based [349]. Low
[305, 264, 10, 273, 290, 204, 7, 344].
low-area [10]. Low-cost [264]. low-depth
[204]. low-energy [273]. low-latency [273].
LUCIFER [198]. LWE [128]. Lyra [81].

Machine [26, 278, 228, 357, 107, 188, 251].
machines [119]. maintaining [111].
Maiorana [162]. malicious [240, 282, 329].
malware [238]. management [146]. map
[263]. mapping [303]. mask [221]. masked
[207, 107, 326, 319]. Masking [78, 128, 154,
212, 346, 250, 176, 203, 252, 325, 275].
MaskSIMD [319]. MaskSIMD-lib [319].
mathematical [152]. maxterm [217]. may
[152]. McBits [175]. McEliece [24, 34, 3].
McFarland [162]. MDPC [215]. mean
[60]. MEAS [201]. measurable [79].
mechanism [261, 134, 327, 332].
mechanisms [29]. Melting [274].
membership [306, 338]. memory
[349, 81, 282, 62, 350, 201, 345]. MEMS
[224]. Message [25, 49]. Message-aimed
[25]. Method [135, 346, 22, 316, 6, 253, 111].
methodology [125]. methods [265].
metric [117, 98]. MICKEY [99]. micro
[268]. micro-architectural [268].
microarchitectural [169].
microcontroller [30]. microcontrollers
[345, 308]. milestone [288]. Minimizing
[62]. misplaced [144]. mitigates [225].
Mixed [210]. Mixed-radix [210]. mixtures
[324]. mobile [350]. mode [196]. model
[122, 114, 152, 337, 218, 91, 235, 225].
modeling [11]. Modelling [278]. models

[67, 167, 268]. modern [282, 4, 283, 234].
modular [302, 96, 226, 276, 182, 227, 195,
166, 31, 269, 159, 351]. modules [240].
Modulus [20]. moments [142].
Montgomery [180, 270, 183, 182, 5, 57, 213,
354, 184, 179, 214, 181].
Montgomery-friendly [270]. MSP430X
[30]. Mul [310]. Mul-IBS [310]. Multi
[39, 149, 38, 302, 307, 202, 308]. multi-cores
[202]. Multi-exponentiation [38, 302].
multi-fault [308]. Multi-level [149].
multi-task [307]. multidimensional [193].
multiparty [78]. multiple [167, 312, 145].
multiplication
[276, 118, 182, 209, 192, 100, 57, 13, 112, 269,
305, 82, 231, 200, 301, 358, 16, 219, 289].
multiplications [48, 130, 330].
multiplicative [159, 200]. multiplier
[209, 37, 214]. multipliers [216].
Multiprecision [112]. multivariate
[167, 310, 241, 275]. Mutual [142]. my [105].

Naccache [210]. nano [7, 236].
nano-CMOS [7]. nano-scale [236].
nanometer [117]. natural [240]. NDN
[310]. near [331]. need [171, 225]. net [333].
network [263]. networks [30]. Neumann
[173]. neural [263]. Niederreiter
[24, 34, 55]. NIST [219]. nm [260, 7]. No
[318, 152]. noise [254]. noisy [253]. non
[221, 56, 325]. non-interference [221].
non-profiled [56, 325]. nonce [77].
nonlinear [148]. nonparametric [349]. nor
[357]. normalization [60]. NORX [295].
novel [286, 259]. NTRU [309, 289].
NTRUEncrypt [71]. NTT [358].
NTT-based [358]. number
[180, 122, 77, 286, 227, 348].

obligations [320]. oblivious [54]. obscure
[223]. off [105]. offs [277]. on-chip [23].
ones [249]. Online [194]. only [246].
OpenSSL [151]. operands [209].
operations [148, 227, 345]. Optimal
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[167, 22, 9]. optimization [238, 321, 215].
optimizations [221]. Optimized
[273, 56, 115, 82, 319]. order
[142, 83, 203, 252, 275, 39]. organized [121].
orthonormal [346]. oscillator
[122, 260, 258]. oscillator-based [122].
oscillators [101]. outputting [69].
overflow [145]. overhead [62]. overview
[158].

PAC [136]. pace [173]. pairing
[204, 220, 306, 338]. pairing-based
[204, 220]. Parallel [276, 202, 221].
Parallelism [266]. parallelizable [196].
Parallelizing [49]. parametrized [221].
parity [254]. Party [39]. passive [247, 7].
password [81]. password-based [81]. past
[296]. pay [106]. pay-per-use [106]. PC
[218]. PC-based [218]. PCs [105].
pentanomials [216]. Performance
[317, 266, 247, 4, 55, 62, 17, 202, 332, 319, 44].
Permanent [311, 345]. permutations [288].
persistent [337]. Peter [179]. PHAST
[202]. Photonic [285, 53]. Physical
[287, 218, 133, 66, 105, 254, 298, 54].
PicoPUF [260]. Pinpointing [43].
Plantlet [331]. platforms [238, 208, 84].
point [305, 246, 219]. Polynomial
[212, 231, 216, 118, 305, 82, 358, 289].
polynomial-based [216]. polynomials
[103]. Portability [33]. Post
[303, 287, 330, 332]. Post-quantum
[303, 287, 330, 332]. potential [7]. Power
[93, 155, 22, 285, 2, 158, 3, 241, 132, 160, 98].
power-aware [98]. Practical
[95, 325, 18, 106, 50, 54]. practice [195, 157].
predictors [164]. presence [93]. preserve
[171]. prevent [126]. prevention [190, 298].
PRFs [88]. Prime [309, 289, 108, 75, 219].
primes [270, 108]. primitives [79].
PRINCE [297]. principles [88]. Private
[244]. Probabilistic [335]. probing [272].
problem [77, 295]. problems [247].
process [135, 275]. processing [81].

processor [254]. product [250]. profiled
[56, 325, 116]. Programmable [294].
programming [283]. proof [89]. PROOFS
[237, 143, 256, 248, 163, 339]. proper [209].
properties [208, 25]. property [323].
protect [117, 212, 166]. protected
[195, 307]. Protecting [40, 70, 346].
protections [340]. protocols
[304, 343, 119, 39, 54, 279]. prototyping
[61, 139]. provably [166, 249]. proved [132].
proven [145]. pseudorandom [286]. public
[24, 34, 321, 141, 30, 47, 25]. public-key
[24, 34, 30, 47]. PUF [300, 294, 258, 69, 111].
PUFs
[136, 152, 249, 233, 15, 50, 127, 45, 206].
purposes [356]. pursuit [334].

QC [215]. QUAD [115]. quadratic [213].
Quantum [348, 290, 287, 303, 330, 332].
quantum-resistant [290]. QX [348].

Rabin [141]. radar [328, 264]. radix [210].
rail [177]. rails [177]. random
[122, 69, 348]. Rank [280]. rapid [139].
rapidly [61]. rate [114, 235]. re [88].
re-keying [88]. reaching [59]. read
[300, 345]. read-write [300]. real [302, 284].
real-world [302, 284]. realizations [44].
reasoning [272]. recoding [200].
reconfigurable [55, 15]. reconstruction
[82]. recovery [337, 101]. Recyclable [15].
RED [252]. reduced [346, 312].
reduced-round [312]. Reducing [245].
reduction [180, 213]. refreshing [221].
regression [317]. regular [159].
Regulating [173]. relation [272].
relevance [90]. reliability [111]. remark
[235]. Removable [255]. representations
[199]. reshaping [217]. Residue [234, 180].
residuosity [213]. resilient [88, 134].
resistance [316]. resistant
[165, 290, 209, 9, 47]. ResNet [225]. respect
[165]. responses [69, 111]. Restricted
[331]. results [118, 121, 160]. Rethinking
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[302]. reveal [223]. reverse [265, 357].
Reversing [104]. Review [233, 178].
revisited [333, 175, 112, 354, 188, 313].
RFID [7]. Rijndael [311]. ring
[122, 260, 128, 258]. ring-LWE [128].
ring-oscillator [258]. RISC [342, 292].
RISC-V [342, 292]. risks [245]. RNS
[213, 110]. RNS-based [110]. robust [252].
robustness [207]. Rock’n’roll [249]. root
[304, 335]. round [312, 337]. RS [69]. RSA
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dospasov, Juliane Krämer, Susanna Or-
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Wajsbürt, Pirouz Bazargan-Sabet, and
Guillaume Phan. Smart security man-
agement in secure devices. Jour-
nal of Cryptographic Engineering, 7
(1):47–61, April 2017. CODEN ????
ISSN 2190-8508 (print), 2190-8516 (elec-
tronic). URL http://link.springer.
com/accesspage/article/10.1007/
s13389-016-0143-4; http://link.
springer.com/article/10.1007/s13389-
016-0143-4.

Lugou:2017:STU

[147] Florian Lugou, Ludovic Apvrille, and
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clidean addition chains scalar multipli-
cation on curves with efficient endo-
morphism. Journal of Cryptographic
Engineering, 8(4):351–367, November
2018. CODEN ???? ISSN 2190-8508
(print), 2190-8516 (electronic). URL
http://link.springer.com/article/
10.1007/s13389-018-0190-0.

Hutchinson:2019:CMD

[193] Aaron Hutchinson and Koray Kara-
bina. Constructing multidimensional
differential addition chains and their
applications. Journal of Cryptographic
Engineering, 9(1):1–19, April 2019.
CODEN ???? ISSN 2190-8508
(print), 2190-8516 (electronic). URL
http://link.springer.com/article/
10.1007/s13389-017-0177-2.

Batina:2019:OTA

[194] Lejla Batina,  Lukasz Chmielewski,
Louiza Papachristodoulou, Peter Schwabe,
and Michael Tunstall. Online template

attacks. Journal of Cryptographic Engi-
neering, 9(1):21–36, April 2019. CO-
DEN ???? ISSN 2190-8508 (print),
2190-8516 (electronic). URL http:
//link.springer.com/article/10.
1007/s13389-017-0171-8; https:
//link.springer.com/content/pdf/
10.1007/s13389-017-0171-8.pdf.

Diop:2019:TPH

[195] Ibrahima Diop, Yanis Linge, Thomas
Ordas, Pierre-Yvan Liardet, and
Philippe Maurine. From theory to
practice: horizontal attacks on pro-
tected implementations of modular ex-
ponentiations. Journal of Crypto-
graphic Engineering, 9(1):37–52, April
2019. CODEN ???? ISSN 2190-8508
(print), 2190-8516 (electronic). URL
http://link.springer.com/article/
10.1007/s13389-018-0181-1.

Saha:2019:IDF

[196] Dhiman Saha and Dipanwita Roy
Chowdhury. Internal differential fault
analysis of parallelizable ciphers in
the counter-mode. Journal of Crypto-
graphic Engineering, 9(1):53–67, April
2019. CODEN ???? ISSN 2190-8508
(print), 2190-8516 (electronic). URL
http://link.springer.com/article/
10.1007/s13389-017-0179-0.

Banik:2019:CCC

[197] Subhadeep Banik, Andrey Bogdanov,
and Francesco Regazzoni. Compact
circuits for combined AES encryp-
tion/decryption. Journal of Crypto-
graphic Engineering, 9(1):69–83, April
2019. CODEN ???? ISSN 2190-8508
(print), 2190-8516 (electronic). URL
http://link.springer.com/article/
10.1007/s13389-017-0176-3.



REFERENCES 36

Konheim:2019:HFI

[198] Alan G. Konheim. Horst Feistel:
the inventor of LUCIFER, the crypto-
graphic algorithm that changed cryp-
tology. Journal of Cryptographic En-
gineering, 9(1):85–100, April 2019.
CODEN ???? ISSN 2190-8508
(print), 2190-8516 (electronic). URL
http://link.springer.com/article/
10.1007/s13389-018-0198-5.

Ueno:2019:HEG

[199] Rei Ueno, Naofumi Homma, Ya-
suyuki Nogami, and Takafumi Aoki.
Highly efficient GF (28) inversion cir-
cuit based on hybrid GF representa-
tions. Journal of Cryptographic En-
gineering, 9(2):101–113, June 2019.
CODEN ???? ISSN 2190-8508
(print), 2190-8516 (electronic). URL
http://link.springer.com/article/
10.1007/s13389-018-0187-8.

Robert:2019:EFB

[200] Jean-Marc Robert, Christophe Negre,
and Thomas Plantard. Efficient fixed-
base exponentiation and scalar multipli-
cation based on a multiplicative splitting
exponent recoding. Journal of Crypto-
graphic Engineering, 9(2):115–136, June
2019. CODEN ???? ISSN 2190-8508
(print), 2190-8516 (electronic). URL
http://link.springer.com/article/
10.1007/s13389-018-0196-7.

Unterluggauer:2019:MME

[201] Thomas Unterluggauer, Mario Werner,
and Stefan Mangard. MEAS: mem-
ory encryption and authentication se-
cure against side-channel attacks. Jour-
nal of Cryptographic Engineering, 9
(2):137–158, June 2019. CODEN
???? ISSN 2190-8508 (print),

2190-8516 (electronic). URL http:
//link.springer.com/article/10.
1007/s13389-018-0180-2; https:
//link.springer.com/content/pdf/
10.1007/s13389-018-0180-2.pdf.

Peccerillo:2019:PBA

[202] Biagio Peccerillo, Sandro Bartolini, and
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Dupressoir, Pierre-Alain Fouque, Ben-
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channel analysis against ANSSI’s pro-
tected AES implementation on ARM:
end-to-end attacks with multi-task

learning. Journal of Cryptographic Engi-
neering, 13(2):129–147, June 2023. CO-
DEN ???? ISSN 2190-8508 (print),
2190-8516 (electronic). URL https:
//link.springer.com/article/10.
1007/s13389-023-00311-7.

Werner:2023:EEA

[308] Vincent Werner, Laurent Maingault,
and Marie-Laure Potet. An end-to-
end approach to identify and exploit
multi-fault injection vulnerabilities on
microcontrollers. Journal of Cryp-
tographic Engineering, 13(2):149–165,
June 2023. CODEN ???? ISSN 2190-
8508 (print), 2190-8516 (electronic).
URL https://link.springer.com/
article/10.1007/s13389-022-00292-
z.

Peng:2023:SNP

[309] Bo-Yuan Peng, Adrian Marotzke,
Ming-Han Tsai, Bo-Yin Yang, and
Ho-Lin Chen. Streamlined NTRU
prime on FPGA. Journal of Cryp-
tographic Engineering, 13(2):167–186,
June 2023. CODEN ???? ISSN 2190-
8508 (print), 2190-8516 (electronic).
URL https://link.springer.com/
article/10.1007/s13389-022-00303-
z.

Debnath:2023:MIM

[310] Sumit Kumar Debnath, Sihem Mes-
nager, Vikas Srivastava, Saibal Ku-
mar Pal, and Nibedita Kundu. Mul-
IBS: a multivariate identity-based signa-
ture scheme compatible with IoT-based
NDN architecture. Journal of Cryp-
tographic Engineering, 13(2):187–199,
June 2023. CODEN ???? ISSN 2190-
8508 (print), 2190-8516 (electronic).
URL https://link.springer.com/



REFERENCES 52

article/10.1007/s13389-022-00308-
8.

Joshi:2023:SSP

[311] Priyanka Joshi and Bodhisatwa Mazum-
dar. SPSA: Semi-permanent stuck-at
fault analysis of AES Rijndael SBox.
Journal of Cryptographic Engineering,
13(2):201–222, June 2023. CODEN ????
ISSN 2190-8508 (print), 2190-8516 (elec-
tronic). URL https://link.springer.
com/article/10.1007/s13389-022-
00301-1.

Cui:2023:CEL

[312] Yaxin Cui, Hong Xu, Lin Tan, Hua-
jin Chen, and Wenfeng Qi. Con-
struction of equivalent linear trails
and multiple linear attack on reduced-
round GIFT-64. Journal of Cryp-
tographic Engineering, 13(2):223–234,
June 2023. CODEN ???? ISSN 2190-
8508 (print), 2190-8516 (electronic).
URL https://link.springer.com/
article/10.1007/s13389-022-00298-
7.

Luengo:2023:STS

[313] Elena Almaraz Luengo, Bittor Alaña
Olivares, Luis Javier Garćıa Villalba,
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